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“( Welcome to Net Nanny

Welcome to Net Nanny™, the most comprehensive and easily adaptable Internet filtering software available
today. Net Nanny comes preset to protect you from objectionable and inappropriate content. However, because
not all users are alike, Net Nanny also allows you to modify the filter settings so you can customize Net Nanny to
suit your individual usage needs.

The following resources are available to help you use Net Nanny:

® Net Nanny User Guide (PDF format) is available from the Net Nanny Help menu. It provides:
0 Step-by-step instruction
o0 Net Nanny category list with descriptions
0 Glossary and FAQ (Frequently Asked Questions)

® ContentCleanup User Guide (PDF format)
Note: ContentCleanup is available only with the Net Nanny Home Suite.

® An online help system is available from the Net Nanny Help menu. It provides step-by-step instruction
and Web-based reporting.

® Customer Support is provided at 1-800-485-4008 for questions and technical assistance. Customer
Support is available Monday through Friday, 8 a.m. to 5 p.m., Mountain Time. Web-based Customer
Support is available any time at info@contentwatch.com.

Documentation Conventions

A trademark symbol (®,TM, etc.) denotes a ContentWatch™ trademark. An asterisk (*) denotes a third-party
trademark.

C W ContentWatch, Inc. / Net Nanny User Guide
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“( System Requirements and Key Features

This section describes the prerequisites that must be met for Net Nanny™ to work properly. It also describes

some of the key features.

System Requirements
e Microsoft* Windows* 2000/XP/Vista (32-bit only)
e 25 MB hard drive space
e Minimum screen resolution of 800x600
e Internet connection

Key Features

e User-friendly interface

e Fast client-based filtering

e Filtering of encrypted (SSL) web sites

o Filtering of secure proxy sites

e PC game management using ESRB™ ratings

¢ Remote user management

e Web and client based graphic reports

e Social network profile reporting

e Customizable “Safe Site List” capability (whitelist)
e Alerts for IM predator and cyberbully behavior

e Email notifications

e Easy user creation with age-based profiles

e Instant override and override request options

e Detection and removal of unwanted content from your computer

Clw. ContentWatch, Inc. / Net Nanny User Guide
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&

Installing Net Nanny

Important: You must have an Internet connection to install Net Nanny™. If you have a dial-up connection, you
should connect to the Internet before installing.

To install Net Nanny:

1. Double-click the Net Nanny icon ¥ to launch the installation.
2. From the drop-down menu, select the language you prefer to use during setup and installation, then click
OK.
Select Setup Language [==]
% Select the language to use during the installation:
=
| English -
[ ok || Cancel |
3. When the Net Nanny Setup Wizard launches, close all other applications before continuing with the
installation (as recommended), then click Next to continue.
¥ Setup - Net Nanny [E=R(EcR(Fx=
License Agreement
Please read the following important information before continuing.
Please read the following License Agreement. You must accept the temms of this
agreement before continuing with the installation.
HOME USE LICENSE AGREEMENT AND LIMITED WARRANTY Iil
NOTICE — READ BEFORE INSTALLING THIS PACKAGE m
SOFTWARE PRODUCT LICENSE AGREEMENT OF ContentWatch
("VENDOR")
CAREFULLY READ THE TERMS AND COMDITIONS OF THIS AGREEMENT
BEFORE INSTALLING THIS SOFTWARE PRODUCT. INSTALLING THIS
SOFTWARE PRODUCT INDICATES YOUR ACCEPTANCE OF THESE -
@ | accept the agreement
() 1 do not accept the agreement
<Back | MNet> | [ Cancel
Clw. ContentWatch, Inc. / Net Nanny User Guide
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4. Carefully review the License Agreement, select | accept the agreement, then click Next to continue.

fE,L Setup - Met Manny Home Suite [ = |3

License Agreement

Please read the following impartant information before continuing.

Please read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

HOME USE LICENSE AGREEMENT AND LIMITED WARRANTY i
MOTICE - READ BEFORE INSTALLING THIS PACKAGE

SOFTWARE PRODUCT LICEMSE AGREEMENT OF ContentWatch
("WENDODR")

CAREFULLY READ THE TERMS AND COMDITIONS OF THIS AGREEMENT
BEFORE INSTALLING THIS 50FTWARE PRODUCT. INSTALLING THIS
SOFTWARE PRODUCT INDICATES YOUR ACCEPTANCE OF THESE -

@ | accept the agreement

() 1 do not accept the agreement

| <Back || Net> | [ Cancel

5. Type in your registration number, then click Next to continue.

If you purchased Net Nanny online or requested a trialware number, the registration number was sent to
you via email. If you purchased Net Nanny in a store, the registration number came with your CD.

Met Manny Registration

NEI.& Nanny rowereD BY |Content|watch

Please provide your registration number:

| - 80D -

< Back [ Mext > ] [ Cancel

If Net Nanny is unable to contact the ContentWatch registration server, a message displays reminding
you to verify that your firewall is disabled and asking if you want to configure proxy server settings.

You can attempt to connect to ContentWatch via a proxy server provided that the following criteria are
met:

e You have verified that your firewall is disabled.

e You have verified that your Internet connection is working (that is, your computer is able to connect
to your Internet Service Provider; for example, you can load your home page).

e Your ISP offers a proxy server as an alternate means of connecting to the Internet.

C W ContentWatch, Inc. / Net Nanny User Guide
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To configure proxy settings:

a) Obtain the necessary proxy server information, such as hostname and port number, from your
ISP.

b) At the prompt asking you if you want to configure proxy server settings, click Yes.

Unable To Connect 23]

I:/_H | Unable to connect to ContentWatch servers at this time.
k. e
If a firewall is installed, please temporarily disable it and try again.

If a proxy server is in use would you like to configure the settings?

e [

c) Inthe Proxy Configuration screen, provide proxy server information as specified by your ISP,
then click OK.

& Proxy Configuration =2

NEI—&Nannyl powerep 87 [Content|watch

(") Direct Connection

@ Use Proxy
HTTP Proxy

Host Port 1 =

L1 L3}

[~ Use HTTP settings for HTTPS,S5L
HTTPS/S5L Proxy

(4>

Host Port 1 =

o [Ccmm ]

6. (Conditional) If you are installing and registering Net Nanny for the first time, skip to Step 9.
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7. (Conditional) If you purchased multiple Net Nanny licenses and are now installing an additional instance
of the Net Nanny client, or if you only have one license and you are reinstalling Net Nanny, do the
following:

a. Type the email address and password you used to initially register Net Nanny.

Met Nanny Registration

Nﬁt&Nanny' rowerep BY |Content|watch.

Please provide the following information:

Email Address: |
Password:

Forgot Password?

< Back " Mext = i [ Cancel

b. Click Next.
c. Skip to Step 11.

8. Type your email address, then click Next to continue.

Met Manny Registration

Net&Nannyl powerep By |Content|watch.

Please provide the following information:

Email Address:

< Back ][ Mext = ] [ Cancel

Clw ContentWatch, Inc. / Net Nanny User Guide
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Assign the password you want to use for the Net Nanny administrator account, then click Next to
continue.

Passwords are not case sensitive and are limited to between 3 and 13 characters in length. Alpha and
numeric characters can be combined.

MNet Nanny Registration

NEI'&Nannyl roweren BY [Ccontent|watch.

Please provide the following information:

Password: sssssene

Confirm Password: | gesessss

[ < Back ]I Mext = I [ Cancel ]

10. Select a secret question, provide an answer, then click Finish.

If you ever forget your password, Net Nanny prompts you with the secret question you chose. You must
enter the correct answer before Net Nanny allows you to change the administrator account password.

Met Manny Registration

Ne"&Nannyl powerep By |Content|watch.

Please provide the following information:

Secret Question: ’What is the name of a childhood pet? -

Answer: Peanut]

This is used if you forget your password

< Back ][ Mext = ] [ Cancel
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11. Select a destination where you want to install Net Nanny, then click Install.

% Setup - Net Nanny =l ® (=

Ready to Install :
Setup is now ready to begin installing Met Nannmy Home Suite on your computer.

Click Install to continue with the installation, or click Back i you warnt to review or
change any settings.

Degtination location: -
C:\Program Files \ContentWatch

<Back || nstal | [ Cancel

12. Click Install.

13. Do one of the following:

e To set up one or more user accounts now, select Help me create users now, then continue with

step 14.
e Select Use the default settings, then skip to step 1515.

14. (Conditional) If you selected to set up users, follow these steps:

a. Make sure Help me create users now is selected, then click Next.

Clw ContentWatch, Inc. / Net Nanny User Guide
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NEI'&Nannyl rowerep 8y |content|watch.

Net Nanny Users

Your Met Manny users are listed below. You can add, edit, or delete users at this time or at any time after
installation by using the Met Manny Administration Tools,

When you are satisfied with this list, dick Mext to continue.

e ) [ e

User name Profile Type
Admin Admin {Custom)
Default User Default User (Custom)
Michael Michael (Custom)
Mancy Mancy {Custom)
[ Next = l [ Cancel

b. Click Add.

c. Type a username and password, then type the password again to confirm it.

d. Select a profile type for the user based on the user’s age, then click OK.

e. Repeat steps 14b-14d until all of your users have been created, then click Next.

15. Click Restart to complete the Net Nanny installation and setup.

#54 Setup - Net Nanny == 5= |

-

Completing the Net Nanny Home
Suite Setup Wizard

To complete the installation of Net Nanmy Home Suite, Setup
must restart your computer.

| <Back | Restat |

Your computer automatically shuts down and restarts.

After your computer restarts, a Net Nanny icon ¥ appears in the system tray at the bottom of your Windows

desktop.
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‘( The Net Nanny Systray Icon

The Net Nanny™ icon # in the Windows system tray gives you quick right-click access to the following:

Admin Tools

Login or Logout user
Refresh profiles

Remote management
Change password

Help

Enable or disable Net Nanny
Check for updates

About

If you would like to prevent users from accessing Net Nanny features using the systray icon, you can select to
hide the icon.

Hiding and Displaying the Net Nanny Systray Icon

To hide or display the Net Nanny systray icon:

1. Click Start > Programs > ContentWatch > Net Nanny > Net Nanny.
Log in to Admin Tools with an administrator name and password.
3. From the Tools menu, select Hide Systray Icon to hide or display the Net Nanny icon.

If a check mark appears to the left of the Hide Systray Icon option, the Net Nanny systray icon is
hidden. Conversely, if there is no check mark, the Net Nanny systray icon is displayed.

File | Tools | Help

Profile Settings

Time Controls
Filter Settings

Games

Passwords

Exceptions

m-_ulrt:a. o

Reperts

Email Motifications

Time Zone
Updates
Proxy Configuration
[+] Hide Systray Icon
Clw. ContentWatch, Inc. / Net Nanny User Guide
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‘f Signing In to Net Nanny

Net Nanny™ is automatically installed with a default user. This means that all users are able to access the
Internet and instant messaging as one Net Nanny user, using the default user’s settings. The default user
provides ease-of-use; however, it does not separately monitor each user’s Internet usage, and filters are
unilaterally applied to all users.

You can create separate user profiles for each person who uses the computer. Individual users must sign in to
their Net Nanny accounts before they are able to use the Internet for browsing or instant messaging. This allows
Net Nanny to monitor each user’s Internet usage and block content on a per-user basis.

Note: To create user profiles, the administrator must first log in to the Net Nanny Admin Tools, select the Users
option under User Login Type, then create individual user profiles for each user on the system. For more
information, see Defining User Profiles on page 31.

You must sign in to Net Nanny before you can access the Internet or instant messaging. If you do not sign in
manually, you are prompted to sign in when you attempt to use the Internet.

To sign in manually:

1. Right-click the Net Nanny icon # inthe system tray at the bottom of your Windows desktop, then select
Login from the quick menu.

Admin Tools

Legin

Refresh Profiles
Remote Management
Change Password

Help
Disable Met Manny

Check For Updates
About

Note: If you do not see the Net Nanny icon in the system tray, the icon may be hidden. For instructions
on displaying the icon, see Hiding and Displaying the Net Nanny Systray Icon on page 16.

C W ContentWatch, Inc. / Net Nanny User Guide
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2. Select your username from the drop-down menu, enter your password, then click OK.
If you don’t know your password, ask the administrator.

Note: Bullets appear as you type your password to protect it from being viewed.

& Sign In @

Net i{ Nanny

roweren By |CONtent|watch

Login for Internet Access

MName Default User =

Password

l oK ][ Cancel ]

You are now signed in as a user. Launch your Internet browser and proceed with regular Internet activity. For
information about the possible block and warning messages you might receive, see Block and Warning

Responses on page 42.

When you finish your Internet or instant messaging session, we recommend you sign out of Net Nanny.

Warning: If you leave your computer without signing out of Net Nanny, other users have access to the Internet
under your sign-in name and also to your Web and instant message privileges. This also means that their Web
and instant message activity is logged under your name. However, if Inactive User Logout is enabled, you are
automatically logged out according to the time settings configured by the administrator.

To sign out of Net Nanny:

1. Right-click the Net Nanny icon # located at the bottom of your Windows desktop.

2. Select Logout <username> from the quick menu.

Admin Tools

Legout Default User
Refresh Profiles
Remote Management
Change Password
Help

Disable Met Manny

Check For Updates
About

Note: If you shut down your computer without signing out, your session automatically ends. You must sign in
again when the computer restarts.
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‘( Updating Net Nanny with Online Updates

Online updates allow you to update Net Nanny™ with the latest software updates. There are three methods for
updating Net Nanny: Manual (default), Automatic, and Password Protected.

Manual Updates

To manually update Net Nanny:
1. Make sure Net Nanny is configured to perform manual updates.
a. Signinto Net Nanny's Admin Tools.

For instructions on how to do this, see Opening the Net Nanny Admin Tools on page 26.

b. From the Tools menu, select Updates.

The following dialog window appears:

Updater Settings 232

Product Update Options:
() Motify me when updates are available but don't automatically download or install them.

(@) Let me chedk for updates manually. No password is required.

(") Require a password to chedk for updates. Mo automatic check will occur,

Filter Definitions:

[ Download and install filter definitions automatically (recommended)

[ OK ][ Cancel ]

c. Inthe Updater Settings dialog, select Let me check for updates manually or Require a password
to check for updates, depending on whether you want to require a password for a user to check for
updates, then click OK.

d. Close the Admin Tools.

2. Right-click the Net Nanny icon # inthe system tray.

Note: If you do not see the Net Nanny icon in the system tray, the icon may be hidden. For instructions
on displaying the icon, see Hiding and Displaying the Net Nanny Systray Icon on page 16.

3. Select Check For Updates from the quick menu.

Admin Tools

Legout Default User
Refresh Profiles
Remote Management
Change Password
Help

Disable Met Manny

Check For Updates
About

Clw. ContentWatch, Inc. / Net Nanny User Guide
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At the ContentWatch Updater screen, click Next.

ContentWatch Updater E3
Net '&( Nanny

Welcome to ContentWatch Updater!

roweren 8y |Content|watch

Please ensure you are connected to the Internet and click Next to continue.

[ Mext > ] [ Cancel I

If there are no new updates, Net Nanny indicates that none are available.

If Net Nanny updates are available, a wizard appears and steps you through the process of downloading
and installing the updates. If you choose to download and install the updates, you may be asked to
restart your computer for the changes to take effect.

Note: When Net Nanny is in Manual Update Mode, it displays a notification in the system tray when an
online update becomes available. You can simply click on this notification to initiate the update process.

Automatic Update Notification

To configure Net Nanny to automatically notify you when a new update is available:

1.

3.

Sign in to the Net Nanny Admin Tools.

For instructions on how to do this, see Opening the Net Nanny Admin Tools on page 26.

From the Tools menu, select Updates.

The following dialog window appears:

Updater Settings 3

Product Update Options:

(@) Notify me when updates are available but don't automatically download or install them.
() Let me chedk for updates manually. No password is required.

() Require a password to chedk for updates. Mo automatic check will occur,

Filter Definitions:
[ Download and install filtter definitions automatically (recommended)

[ OK ][ Cancel ]

In the Updater Settings dialog window, select Notify me when updates are available but don’t
automatically download or install them, then click OK.

Net Nanny is how configured to notify you when updates are available.
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Password-Protected Updates

To require an administrative password in order to update Net Nanny:
1. Sign in to the Net Nanny Admin Tools.

For instructions on how to do this, see Opening the Net Nanny Admin Tools on page 26.

2. From the Tools menu, select Updates.

The following dialog window appears:

Updater Settings =]
Product Update Options:

() Motify me when updates are available but don't automatically download or install them.
() Let me check for updates manually. Mo password is reguired.

(@) Require a password to check for updates. Mo automatic chedk will occur.

Filter Definitions:

["] Download and install filter definitions automatically {recommended)

[ oK ][ Cancel ]

3. Select Require a password to check for updates, then click OK.

4. Close the Admin Tools.

Net Nanny is now configured to prompt for a Net Nanny administrator password whenever a user attempts to
manually update the software.
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Installing Filter Definitions

A filter definition determines how content is recognized and matched against filters. Automatically downloading
and installing filter definitions ensures that Net Nanny is always kept current with the latest definition files.

To set the filter definitions to update automatically:
1. Signinto the Net Nanny Admin Tools.

For instructions on how to do this, see Opening the Net Nanny Admin Tools on page 26.

2. From the Tools menu, select Updates.

The following dialog window appears:

Updater Settings @

Product Update Options:

(@) Motify me when updates are available but don't automatically download or install them.
() Let me chedk for updates manually. No password is required.

() Require a password to check for updates. Mo automatic check will occur,

Filter Definitions:
Download and install filter definitions automatically (recommended)

l OK l[ Cancel ]

3. Inthe Updater Settings dialog, select Download and install filter definitions automatically, then click OK.
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'&: Changing User Passwords

Users can quickly change their own Net Nanny™ login passwords.
To change a password:

1. Make sure you are logged in to Net Nanny with your own username.

2. Right-click the Net Nanny icon # in the system tray.

3. Select Change Password from the quick menu.

Admin Tools
Legout Admin

Refresh Profiles
Remote Management
Change Password

Help
Disable Met Manny

Check For Updates
About

4. Enter the old password and the new password in the appropriate fields, retype the new password to
confirm it, then click OK.

& Change Password
Net‘&Nanny rowereo sy |content|watch.

Change Password

Mame Adrmin
Cld Password LITTTT T
Mew Password [ITTITTTS

Confirm Password esssees

[ OK ][ Cancel ]
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i‘ Disabling Net Nanny

There may be times when you want to temporarily disable Net Nanny™--for example, you might want to
temporarily allow access to the Internet without blocking any content. Rather than temporarily changing the

current user’s policies, you could temporarily disable Net Nanny.

To temporarily disable Net Nanny

1. Right-click the Net Nanny icon # inthe system tray.

Note: If you do not see the Net Nanny icon in the system tray, the icon may be hidden. For instructions

on displaying the icon, see Hiding and Displaying the Net Nanny Systray Icon on page 16.

2. Select Disable Net Nanny from the quick menu.

Admin Tools
Legin

Refresh Profiles
Remote Management
Change Password

Help
Disable Met Manny

Check For Updates
About

3. Type in the administrator’s password, then click OK.

Login required to disable Net Nanny

550

Ne"’&Nannyl rowereo sy |content|watch.

Password
oK l l Cancel
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4. Choose to have the client automatically re-enable itself or remind you that it is disabled after a certain
amount of time has passed.

Met Manny Reminder

NE[‘&NE[HHY' roweren BY |COntent|watch.

Net Nanny is now disabled.

(@ Auto re-enable in:

() Remind me every:

5. From the drop-down list, select the amount of time until the client re-enables itself or reminds you that it
is disabled, then click OK.

Net Nanny is now disabled.
To re-enable Net Nanny:

1. Right-click the Net Nanny icon in the system tray.

2. Select Enable Net Nanny from the quick menu.

Admin Teols
Login

Refresh Profiles
Remote Management
Change Password

Help
Enable Net Manny

Check For Updates
About
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‘( Introduction to the Net Nanny Local Admin Tools

You must have an administrator account to open Net Nanny™ Admin Tools. Within these tools, you can
customize user profiles, define filter settings, and monitor user activity.

Opening the Net Nanny Admin Tools

To open the Net Nanny Admin Tools:

1. Right-click the Net Nanny icon # inthe system tray at the bottom of your Windows desktop, then select
Admin Tools from the quick menu.

Note: If you do not see the Net Nanny icon in the system tray, the icon may be hidden. For instructions
on displaying the icon, see Hiding and Displaying the Net Nanny Systray Icon on page 16.

Admin Tools

Legin

Refresh Profiles
Remote Management
Change Password

Help
Disable Met Manny

Check For Updates
About

You can alternatively click Start > Programs > ContentWatch > Net Nanny > Net Nanny.

2. Select your administrator name from the drop-down menu, type your password, then click OK.
i Sign In IE

Net i{ Nanny

content | watch

Login for Admin Tools

Password sssssses|

OK ] [ Cancel ]

Forgot Password?

Bullets appear as you type your password to protect it from being viewed.

Note: If you cannot remember your administrator password, click Forgot Password? Your Web browser
launches and takes you to the ContentWatch Web site, where you are asked to enter the email address
you specified when installing Net Nanny. An emalil is then sent to this address with a link to a Web page
that asks you the secret question you entered when you installed Net Nanny. Correctly type the secret
answer, and you are then allowed to change your password for this account.
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Once you have logged in, the Net Nanny Admin Tools window appears:

&' MNet Manny
File Teols Help

|content| watch.

INTERNET PROTECTION

-

Admin's Settings

Admmi Profile Time Controls
Default User Manage profie settings i Internet usage
Set time zone
Filtering
' Web browsing

Instant Messaging
Additional settings

Games
Manage games

© Add User @ Remove User
Family Settings

Passwords Exceptions
Override and uninstall passwords | Web exceptions
Application exceptions

Manage exception requests

Reports Email Notifications
ﬂ[|__ Web activity E} Manage alerts
y Instant Message activity

Instant Message alerts

Social neworking profiles

Important: We recommend that you do not leave the Net Nanny Admin Tools open if you walk away from your
computer, because other users would have full access to all the program’s administrator settings.

Closing the Net Nanny Admin Tools

To close the Net Nanny Admin Tools, click File > Exit.

Tools Help
Exit

Note: Closing the Net Nanny Admin Tools does not disable Net Nanny. User accounts, profiles, and content
filters are still active.

|C]W ContentWatch, Inc. / Net Nanny User Guide
) Page 27




Overview of the Net Nanny Admin Tools Interface

The following is an overview of the layout of the Net Nanny Admin Tools interface. Details about how to use the
Admin Tools to configure specific settings are provided in subsequent sections of this user guide.

=)

|content|watch.

INTERHMET PROTECTION

Sl ININIHIEE

Menu Bar

Admin Profile Time Controls
Default User ) Manage profile settings | Internet usage
/ Set time zone
User List Filtering Games
Users are added / Web browsmg. / Manage games
and removed here. Instant Messaging
pddiinpal rm—Hnnr
L2 .
Family Settings
Passwords Exceptions
/ Override and uninstall passwords Web exceptions
Application exceptions
Manage exception requests
Reports Email Notifications
/ Web activity Manage alerts
Instant Message activity
Instant Message alerts
Social newaorking profiles
A
) ) User Settings
Family Settings
) Individual users’
Settings that apply profile information
globally to all users and Internet access
are configured here. settings are
configured here.
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'&: Setting the Time Zone

To ensure that the Net Nanny™ time-related features (such as Time Controls and Reports) work correctly, you

must specify your time zone. To set the time zone:

1. Signin to the Admin Tools.

2. From the Tools menu, select Time Zone, or select Set time zone in the Admin's Settings section of the

Net Nanny Admin Tools interface.

Teools | Help

Profile Settings

Time Controls
Filter Settings

Games

Passwords
Exceptions
Reports

Ernail Motifications

Time Zone

Updates

Proxy Cenfiguration
Hide Systray Icon

The Time Zone dialog appears.

Time Zone

Please select your Time Zone:

{GMT-07:00) Mountain Time (US & Canada)

GMT-07:00) Mountain Time (US & Canada
(GMT-07:00) Chihuahua, La Paz, Mazatlan - Old
(GMT-07:00) Arizona
(GMT-06:00) Saskatchewan

— (GMT-06:00) Guadalajara, Mexico City, Monterrey - Qld
(GMT-06:00) Central Time (US & Canada)
(GMT-06:00) Central America
(GMT-05:00) Indiana (East)

(GMT-05:00) Eastern Time {(US & Canada)
(GMT-05:00) Bogota, Lima, Quito, Rio Branco
(GMT-04:00) Santiago

(GMT-04:00) Caracas, La Paz

(GMT-04:00) Atlantic Time (Canada)
(GMT-03:30) Mewfoundland

(GMT-03:00) Montevideo

(GMT-03:00) Greenland

(GMT-03:00) Bugnos Aires, Georgetown
(GMT-03:00) Brasilia

(GMT-02:00) Mid-Atlantic

(GMT-01:00) Cape Verde Is.

(GMT-01:00) Azores

(GMT +13:00) Nuku alofa

(GMT +12:00) Fiji, Kamchatka, Marshall Is.
(GMT +12:00) Auckland, Wellington

(GMT +11:00) Magadan, Solomon Is., Mew Caledania
(GMT +10:00) Viadivostok

(GMT +10:00) Hobart

(GMT +10:00) Guam, Port Moreshy

(GMT +10:00) Canberra, Melbourne, Sydney
(GMT +10:00) Brisbane

m

3. From the drop-down list, select your time zone, then click OK.
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‘( Managing User Profiles

A user profile is an account created for a system user. The user profile can be used to apply custom filters to
individual users and to track each user’s Internet usage.

Net Nanny™ is automatically installed with a default user profile. This means that all users are able to access the
Internet and instant messaging as one Net Nanny user, using the default user’s settings. The default user profile
provides ease-of-use; however, it does not separately monitor each user’s Internet usage, and filters are
unilaterally applied to all users.

You can also create separate user profiles for each person who uses the computer so that individual users must
sign in to their own Net Nanny accounts before they are able to use the Internet for browsing or instant
messaging. This allows Net Nanny to monitor each user’s Internet activities and block content on a per-user
basis. Individual profiles should each have a unique password so users cannot log in to other user accounts.

You can use both a default user and individual user profiles. However, it is recommended that you use either one
or the other, depending on whether you want all restrictions to apply equally to all users (default user) or you
want to be able to monitor each user’s individual activities (individual user profiles). If you use individual user
profiles, it is also recommended that you delete the default user profile so that users cannot use the default
profile to circumvent individual user monitoring.

Using a Default User Profile

The default user profile that is created when you install Net Nanny makes it possible for all users to log in
automatically using a single profile. This is useful when you want the same restrictions to apply to all users. The
default user profile provides the functionality that was delivered by Default Mode in previous versions of Net
Nanny.

The default user is set to use auto client login. This means that when a user accesses the Internet, they are
logged in automatically as the default user. If the default user is the only user profile, all users will have the same
restrictions.

If the default user profile is used together with individual user profiles, consider the following:

e The default user should be the most restricted user. Otherwise, a user with more restrictions than the
default user can log in as default to circumvent some restrictions.

e For a user to log in with a different user profile, that user must log out, then log in again with the desired
user profile.

Reports for the default user do not show who is specifically responsible for the Internet activities reported.
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Creating Individual User Profiles

Net Nanny allows you to duplicate settings from existing user profiles to create new user profiles. When you
duplicate a user profile, the filter settings and time controls for the selected profile are applied to the new profile.

To create a new user profile based on an existing profile:

1. Signin to the Admin Tools.
2. Under the Users list, click Add User.

Default User

© Add User & Remove User

For a detailed description of the options in the Add User dialog, see User Profile Options.

3. Choose whether to create the new user based on a predefined age profile or on the profile of an existing
user.

Profile Settings for "New User” =]
Duplicate Settings From

(@ Predefined Profie
Default hd

() Existing User

Filter Settings: Blocked for objectionable websites
Time Controls: No restrictions

Monitoring: Enabled for all activity
Games: All games allowed

Profile Settings

User Name

Auto Windows Login -~ | None -

Email
Password

Confirm Password

Inactive User Logout

[] Auto Client Login Allow user to change password
[] Administrator [~ Display instant override option

[ OK ] [ Cancel
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To base the new user on a predefined age profile, select Predefined Profile, then select the desired age
profile from the drop-down list.

@) Predefined Profile
Default -

() Existing User Default

Young Child
Child

Young Adult
Adult

To base the new user on an existing user, select Existing User, then select the desired user profile from
the drop-down list.

Duplicate Settings From

() Predefined Profile
Admin A

(@) Existing User admin
Default User

Michael

From the Duplicate Settings From drop-down menu, select Factory User.
4. Complete the user information under Profile Settings, then click OK.

For a description of the options in the Add User dialog, see User Profile OptionsError! Bookmark not
defined..Error! Bookmark not defined.

After you create the user profile, you can define the filter settings and time controls for the user. For more
information, see Managing Filter Settings on page 36 and Managing Time Controls on page 52.

5. Repeat this procedure for each user you want to create.

User Profile Options

The following table outlines the user profile options:

Field Description
User Name The name the user enters to sign in to Net Nanny.
Usernames must be between 2 and 20 characters in length.

Auto Windows Enables Net Nanny to employ a user's Windows login credentials to automatically log in to his

Login or her personal Net Nanny profile for Internet access. From the Auto Windows Login drop-
down list, select the Windows account you want to associate with the user's Net Nanny profile.
Once this association has been made, the user only has to log in to Windows and should not
be prompted to log in to Net Nanny separately.

Please be aware that this association is not automatically synchronized to other computers in
your household. If a family member has Windows accounts on multiple computers, you must
configure the Auto Windows Login option for that user on each computer.

Note: If you set up a user's Net Nanny profile to have the same name as the user's Windows
account, and you selected the Auto Windows Login option in the Net Nanny Remote
Management tool on the Web, Net Nanny attempts to create an association between the
Windows account and the Net Nanny profile upon the first login attempt. For example, if the
Auto Windows Login option is selected in Remote Management and the username "JohnD"
exists in the Net Nanny user list, a user who logs in to Windows as "JohnD" is automatically
logged in to Net Nanny without having to specify a Net Nanny username and password the first
time he or she logs in to the computer.

Important: We recommend that filter settings for password-free profiles be more restrictive
than user profiles that require passwords.
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Field

Email

Password

Confirm
Password

Inactive User
Logout

Auto Client
Login

Administrator

Allow user to
change
password

Description

User’s email address.

This field is required only if the user is an administrator.
User’s Password

Retype the password to confirm that it is typed correctly in the Password field.

Designates an inactivity threshold after which the user is automatically logged out.

If you select Never, Net Nanny does not automatically log out the user.
Enables Net Nanny to remember the profile's username and password and to automatically log
in to Net Nanny using this profile whenever a user attempts to access Internet content.

When this option is selected, users need to log in to Net Nanny only once. Thereafter, Net
Nanny no longer prompts for login credentials when users attempt to access Internet content,
even if the computer is rebooted. Net Nanny continues to remember the username and
password until someone manually logs off the Net Nanny profile.

Note: Use the Auto Client Login option when you want to monitor and manage Internet activity
for a single computer rather than specific users. For example, suppose you have a computer in
your living room and you want to use the same Net Nanny filter settings, time controls, etc., to
control Internet access for anyone who uses that computer. Create a Net Nanny profile named
"Living Room," configure profile settings as desired, and then enable the Auto Client Login
option so that users automatically log in to Net Nanny when they start that computer and try to
access the Internet.

Gives the user administrative privileges.

Users with administrative privileges can change passwords, profile settings, and filters; receive
email notifications; and access reporting and remote management.

Allows the user to change his or her own Net Nanny login password by right-clicking on the Net
Nanny systray icon.
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Assigning Administrative Privileges to a User Profile

The primary administrator account is created during installation. This administrator profile is permanent and
cannot be changed; however, you can assign administrative privileges to other users.
To assign administrative privileges to an existing user profile:

1. Signin to the Admin Tools.

2. From the User List, select an existing user, then click Manage Profile Settings.

3. Select the Administrator option to give administrative privileges to this user.

Profile Settings for "Michael” =]
Profile Settings
User Name Michael
Auto Windows Login MNone -
Email mikey @ourfamily.com
Password LIy
Confirm Password sssssssnees

Inactive User Logout | Mewver

Auto Client Login  [¥/] Allow user to change password

Administrator Display instant override option

[ OK ] [ Cancel

4. Click OK to save the changes.

Modifying an Existing User Profile

There may be circumstances when you need to change existing user profiles. For example, you may want to
change the user password, update a user’'s email address, etc.

To modify an existing user profile:
1. Signin to the Admin Tools.
2. From the User List, select an existing user, then click Manage Profile Settings.

3. Modify the user’s profile settings, then click OK to save your changes.

Changing Passwords

Net Nanny allows administrators to change user passwords without having to provide the user’s current
password. Passwords prevent unauthorized users from logging in to a user profile that is less restrictive than
their own. For example, if you do not assign passwords, there is nothing to prevent a child from logging in to an
older sibling's or parent’s less restrictive user profile. Likewise, without a password, a user can log in to another
user’s profile to prevent Internet activity from being reported against his or her own user profile.

To change a user’s password:
1. Signin to the Admin Tools.

2. From the User List, select an existing user, then click Manage Profile Settings.
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3. Type the new password and confirm.

Passwords are case sensitive and must be between 3 and 13 characters in length. Numbers and letters
can be combined.

4. When finished, click OK to save your changes.

If you forget the primary administrator password, you can do any of the following:

e If you have more than one administrator account, another administrator can change your password for
you by logging in to Admin Tools, selecting the user from the User List, then changing the password in
the Profile Settings dialog.

e Onthe Admin Tools login screen, click Forgot Password. Your Web browser launches and takes you to
the ContentWatch™ Web site where you are asked to enter the email address you specified when
installing Net Nanny. An email is then sent to this address containing a link to a Web page that asks you
the secret question you entered when you installed Net Nanny. Type the secret answer and you are then
allowed to change your password for this account.

¢ Select Remote Management from the system tray icon and, in the Web page that appears, click Forgot
Password. You are prompted to enter the email address you specified when installing Net Nanny. An
email is then sent to this address containing a link to a Web page that asks you the secret question you
entered when you installed Net Nanny. When you type the secret answer, you are then allowed to
change your password for this account.

e Email a Password Request to info@contentwatch.com or call Customer Support at 1-800-485-4008.
You must provide the following information to change the primary administrator password:
0 Registration key
o0 Email address (where to send password)
0 Secret question and answer

Deleting a User Profile

Net Nanny allows users with administrator rights to delete existing user profiles.

Warning: This action cannot be undone. Deleting a user also permanently deletes the user’s activity data. The
user’s Internet and instant messaging activities no longer appear in reports. If a user profile is accidentally
deleted, it cannot be restored. If you want to restore the account, you must create it again.

To delete an existing user profile:
1. Signin to the Admin Tools.
2. From the User List, select an existing user, then click Remove User.
3. Click OK to confirm the deletion.

You cannot delete a user who has Admin privileges. Before you can delete an Admin, you must deselect the
Admin checkbox for that user.
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i( Managing Filter Settings

Filter settings are used to control Internet activity (Web browsing), instant messaging (Yahoo!, AOL, MSN, QQ,
Google Talk, MySpace IM), Internet chat, newsgroups, and peer-to-peer access. These services can be
individually allowed or blocked for each user in the User List.

If the Override Blocked Messages option is selected in the User Profile Settings dialog, the user can override
blocked categories with the override password. The user must enter the override password before Net Nanny™
displays the blocked content.

Note: The override password is created during installation and can be changed in the Passwords dialog.
To open the filter settings:

1. Signin to the Admin Tools.
2. From the User List, select an existing user profile, then click Filter Settings.

The Filter Settings window for the selected user appears

Filter Settings for "Admin”
Web |Ir|s13nt Messaging I Additional Setﬁngs|
Web Browsing When Blocked
[#]Enable Web browsing Display:
[#|Record web activity [¥] Display the reason for being blocked
@) Filter Web content [ Allow user to request exceptions

(7 Restrict browsing to spedfic sites

Categories

Reset all categories to:

’%d(—v m AdultMature F Hate/Violence @ .-':-_ /| Intimate Apparel
@ —‘| Alcohol{Tobacco Block—v @. Tlegal Activities @| IEX Pornography
'-r"-'-:'i Chat Site Block :;Pi_-. Tlegal Drugs Block +| @® Proxy
F.llock—v é Gambling @ (?-w{_ ImageVideo Search

[E] Show me all 31 categories

0K ‘ | Cancel

The Filter Settings window contains three tabs:

Web: Provides settings that let you enable or disable Web browsing, record all activity on the Web, and
choose whether to filter Web content or allow access to only specified Web sites. If you choose to filter
Web content, you can specify the access level allowed for a variety of different types of content. This tab
also lets you configure the message that appears when a site is blocked.

Instant Messaging: Provides settings that enable you to control instant messaging. For example, you
can select which IM programs are allowed, whether activity is recorded, and the types of instant
messaging content that are monitored.
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Additional Settings: Provides advanced settings that give you additional control over Web activity, such
as whether access is allowed to chat groups, newsgroups, or peer-to-peer networking sites. You can
also enable Facebook* profile reporting and specify whether to filter content from secure Web sites
(HTTPS).

The following sections provide information about each of these tabs.

Defi

ining Web Settings

To access the Web tab:

1
2

3.

. Sign in to the Admin Tools.

. From the User List, select an existing user profile, then click Filter Settings.

If the Web tab is not already selected, click Web.

| Filter Settings for "Admin”

Web |In513r1t Messaaging I Additional Settings|
Web Browsing ‘When Blocked

[¥] Enable Web browsing Display: [Blodc dialog -
[#]Record Web activity [¥] isplay the reason for being blocke

(@ Filter Web content [ Allow user to request exceptions

() Restrict browsing to spedific sited

Categories

Reset all categories to:

Block - Ez] AdultMature F Hate NViolence Block - .-':-_ /) Intimate Apparel
Block T‘| AlcoholTobacco Block @. Tllegal Activities Block | XEK Pornography
'L Chat Site Block - r:J_){'; Tlegal Drugs Block »| & Proxy

Block - é, Gambling Alow - ti::- Image Video Search

E] Show me all 31 categories

oK J | Cancel

The Web tab is divided into three sections:
Web Browsing: Select Web browsing settings.
When Blocked: Configure the way Net Nanny responds when a Web site is blocked.

Categories/Allowed Sites: Filter Web content or allow access only to specified sites, depending on your
Web browsing settings. If you choose to filter content, this section provides filters where you can set the
access level for a variety of types of content. If you choose to allow access to specified sites, this section
lets you set the sites that can be accessed.
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Configuring Web Browsing Settings

The Web tab is divided into three sections. The first section contains Web browsing settings. To set the Web
browsing settings:

1. Signin to the Admin Tools.

2. From the User List, select an existing user profile.

3. Click Filter Settings.

4. If the Web tab is not already selected, click Web.

5. Locate the Web Browsing section of the Web tab.

Web |In513nt Messaging I Additional Settin

Web Browsing
Enable Web browsing
Record Web activity
(@) Filter Web content

(") Restrict browsing to specific sites

6. To allow users to browse the Web, select Enable Web browsing.

If Enable Web browsing is not selected, the user cannot access the Web.
7. If you want Web activity to be recorded so you can monitor it, select Record Web activity.
8. Select whether to filter Web content or allow access only to specified sites.

If you select Filter Web content, you can configure the access level for a variety of types of Web
content. See Defining User Filter Settings on page 38 for more information.

If you select Restrict browsing to specific sites, you can configure which sites the user is allowed to
browse. See Specifying Allowed Web Sites on page 42.

9. Click OK to save your settings.

Defining User Filter Settings

Filter settings determine the level of access users have to the predefined Internet content categories. User
access to these sites can be set to the following:

Allow: Provides access without restriction. No message is displayed and the user is allowed access to the
requested page. The action is logged (if logging is enabled for this user).

Warn: Provides access but warns the user of the types of content about to be viewed and lists the category
types that caused the warning. A warning message is displayed and the user can choose to view the
requested page. The action is logged (if logging is enabled for this user).

Block: Prompts the user that the Web site is being blocked and lists the category types that have blocked it.
The requested page does not open unless the user has the privilege to override the block and does so. The
action is logged (if logging is enabled for this user).

Note: For message examples and descriptions, see Block and Warning Responses on page 42.
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To define a user’s filter settings:
1. Locate the Web Browsing section of the Web tab.
2. Select Filter Web content.
The Web content filter Categories appear.

Note: By default, only the most commonly blocked content categories are displayed. To display the full
list of available content categories, click Show me all 31 categories.

Categories

Reset all categories to:

B2y adultMature ¥ HateViolence /) intimate Apparel
' AlcoholTobacco @) Tegal Actvities XX Pornography
(=) Chatsite %, Tlegal Drugs &0 Froxy

& Gambling @ mage/Video Search

E Show me all 31 cateqories

The following categories are blocked by default:
e Adult/Mature
¢ Alcohol/Tobacco
e Gambling
e Hate/Violence
o lllegal Activities
¢ lllegal Drugs
e Intimate Apparel
e Pornography
e Proxy
All other categories are set to Allow. For a listing of Net Nanny categories and descriptions, see Content
Categories on page 40.
3. Do one of the following:

e Select Allow, Warn, or Block from the drop-down list for each content category whose setting you
want to change.

¥ shopping

Allow
W::r.l d_|-_||| Wark Related

e Select a setting from the Reset All Categories To drop-down list, then click OK to change all
content categories to the same setting.

Categories
Reset all categories to:
—Select—-
Warn
Block

Factory Settings

4. When finished, click OK to apply your settings.
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Content Categories

To help you filter Internet content, Net Nanny provides a list of predefined content categories. You can choose to

Allow, Warn, or Block URLSs that fall within these categories.

Note: For information on defining filter settings, see Defining User Filter Settings on page 38.

The following table outlines the Net Nanny predefined content categories:

Category Description

B2d Adult/MatureContains subject matter intended for mature audiences,
such as obscene or vulgar language and adult instant message rooms.
These sites could be considered R-rated.

1 Alcohol/TobaccoContains subject matter that deals with
manufacturing, distributing, or obtaining alcohol or tobacco. Sites that
depict alcohol or tobacco paraphernalia.

' Chat SiteContains information on instant message protocols or
applications and links to instant message organizations, rings, and rooms.

| EmailProvides access to email services and applications.

Bl Employment/CareerAllows the posting of jobs or resumes. Provides
information on compensation in specific fields or regions. Posts information
about jobs and job openings.

el
&5 Family Resources Provides family counseling, family safety tips,
parenting information and tips, and family planning.

< Financial/Stocks Provides information about finances, financial
planning, insurance, stock tickers, and stock reports. Allows the sale and
purchase of stock. Includes banks and credit unions and credit rating and
reporting sites.

@ Gambling Allows a person to wager money on online games with the
expectation of winning money or prizes. Contains links to other gambling
sites or provides information on gambling strategies or tactics.

@ GamesProvides access to online or downloadable games, discussions
about games, or information about game cheats.

JIl GovernmentProvides information specific to local, state, or federal
government organizations or agencies, including political party sites and
specific, official political sites. Sites ending in .gov.

¥ Hate/Violence Promotes or depicts violence against persons, animals,
property, or nations. Singles out groups for violence based on race,
religion, or creed.

¥ Health/Medicine Provides information on mental or physical health
issues. Allows the online purchase of prescription medications.

f”f lllegal Activities Provides information about the manufacture,
alteration, or sales of weapons, explosives, and explosive devices.
Promotes or depicts disorderly conduct .

=
-, ]
" lllegal DrugsContains subject matter that deals with manufacturing,
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Category Description

distributing, or obtaining illegal drugs or other controlled substances.
Depicts drug paraphernalia and/or includes methods for obtaining or
manufacturing them. Does not include sites that provide information on
prescription medications except those sites that describe how to obtain
them.

F

N Image/Video SearchAllow the user to search for images or videos,
including Google Images and YouTube.

~# Instructional Contains instructional material, tutorials, or how-to
pages.

»] Intimate ApparelDisplays models wearing underwear, lingerie, or
other suggestive or see-through attire, including swimsuits.

./ Kids Contains subject matter intended for children, including
entertainment, education, crisis counseling, and kid-friendly communities.

@/ Music/Entertainment Provides access to free downloadable or for-pay
online music and video files such as MP3, WAV, MPG, and AVI. Sells
music or videos or is dedicated to the music or entertainment industry.
Provides information on TV programs and programming, including movie
review sites.

"= News Provides live, recorded, or written reports or editorials about
current events.

? Other Sites that do not fit into any of the existing Net Nanny categories.

“% Personals Contains personal ads, personal info pages, and personal
portals.

i Pornography Contains subject matter that is meant to sexually
arouse the viewer. May show models or real people that are engaged in
erotic behavior intended to cause sexual excitement. May describe sexually
explicit activities or contain sexually explicit material including images,
movies, or text. Sites could be considered X-rated.

&8 Proxy Allows users to anonymously surf the Internet, either for the
purpose of maintaining online privacy or bypassing content filtering
software.

&

i1 Religious Provides information on specific religions or religious beliefs.
Includes regional religious organizational sites and sites built to promote
religious groups, activities, and membership.

" Schools/Colleges Contains information dealing with colleges, schools,
seminars, or courses. Sites that end in .edu.

" Search Engines/Portals Provides mechanisms for searching the
Internet by specific words or phrases and displays the results as either links
or images. Allows a user to customize the look or content and is geared to
providing a "starting" place on the Internet.

Shopping Provides access to online malls, catalogs, or auctions,
including classified ads. Includes department store sites, retail store sites,
or sites that have coupons for free or discounted items.

@ Sports Promotes, advertises, reports on, or is associated with sports
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Category Description

teams, individuals, or organizations. Includes sites that are involved with
fantasy sports and organizations whose main focus is to report on amateur,
college, or professional sports.

1‘%‘ Travel Provides information on travel, such as destination descriptions,
ticketing, and reservations. Includes airline, bus, or train company sites and
car rental sites.

[I_Illl Work Related Allows an organization to add URLSs for sites that are
used by the organization in the course of doing business. It may initially be
blank.

Note: When Net Nanny is enabled, it enforces a “safe search” for many popular search engines. Currently, Net
Nanny can force a safe search for the following search engines: Yahoo!, Google, AltaVista*, DogPile*, Lycos*,
AllTheWeb*, and MSN. To bypass the safe search, you must temporarily disable Net Nanny via its system tray
icon’s right-click menu or set the Pornography content category to Allow.

Specifying Allowed Web Sites
If you select Restrict browsing to specific sites the user is only allowed to browse to the sites listed. This is
sometimes referred to as whitelist mode. You must have at least one site in the list of allowed sites. If no sites are
listed, the user will not be able to access any Web sites.
To add a Web site to the list of allowed sites:

1. Locate the Web Browsing section of the Web tab.

2. Select Restrict browsing to specific sites.

The Allowed Sites section containing the Website list appears in tab's dialog.

o \

Filter Settings for "Default User" 5
Web |Insiﬁnt Messaging I Additional Setﬁngsl
Web Browsing ‘When Blocked

[¥]Enable Web browsing Display:  |NetManny blodk page
[¥] Record Web activity
() Filter Web content

Allowed sites

User will only be allowed to browse to the websites listed below. All other websites will be blodked.

Website

ok | [ cancel
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4.
5.
6.

Click Add.

A blank, editable line appears in the Allowed Sites list.
Type the URL for the site you want to allow.

Repeat steps 2 and 334 for each site you want to add.
Click OK to save your changes.

After you have added sites to the list, you can select a site and click Edit to change the URL. You can also select
a site and click Delete to remove it from the Allowed Sites list.
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Block and Warning Responses

When you define a user’s filter settings, you determine what level of access that user has to predefined Internet
content categories. User access to these sites can be set to Allow, Warn, or Block.

If a user attempts to access a site that falls under a content category that is set to Warn or Block, Net Nanny can
respond in one of four ways:

Display a block or warning dialog

Display a Web page saying access to the site is forbidden
Display a block or warning Web page

Redirect a user to a different Web site

Displaying Block and Warning Dialogs

To configure Net Nanny to display block or warning dialogs:

1.
2.
3.

6.

Sign in to the Admin Tools.
From the User List, select an existing user profile, then click Filter Settings.

In the When Blocked section on the Web tab, select Block Dialog from the Display drop-down list.

When Blocked
Display: [BIod{ dialog v]

Display the reason for being blocked

Allowe user to request exceptions

If you want to display the content category (or categories) that caused the block or warning response,
select Display the reason for being blocked.

If you want to allow the user to request that the page not be blocked in the future, select Allow user to
request exceptions.

Click OK.

Following are examples of the Block and Warning dialogs Net Nanny displays when users access sites with a
warning or blocked status.

Warning Messages

When a user attempts to connect to a site with a warning status, Net Nanny natifies the user:

& Warning @

N@l. '& Nanny content|watch

You are being warned from viewing:
www.youtube.com/
For content of the following type(s):

Image/Video Search

[ReguestExr_epﬁon] [ Continue ] [ Back ]

The user can click Continue to view the requested page or Back to return to the previous Web site. If enabled,
the user can click Request Exception to request that the administrator allow access to this site. Any of these
actions is reported if reporting is enabled. For more information, see Enabling Local Reporting on page 64.
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Block Messages

When a user attempts to connect to a site with a blocked status, Net Nanny notifies the user:

& Blocked (=3

Net i{ Nanny

content 'watch

You are being blocked from viewing:
www.victoriassecret.com/
For content of the following type(s):

Intimate Apparel

[ReguestExcepﬁonl [ Qverride l [ Back ]

The requested Web site does not open. The user can click Back to return to the previous Web site. If enabled,
the user can click Request Exception to request that the administrator allow access to this site.

If a user has override privileges, Net Nanny allows the user to override blocked content.

The user can click Override to enter the override password and view the requested Web site. For some Web
sites, the user might need to enter the override password more than once to view the content.

Note: To give a user override privileges, you must select the Display Instant Override Messages option in the
user’s Profile Settings. For more information, see Defining User Profiles on page 31.

Any of these actions is reported if reporting is enabled. For more information, see Enabling Local Reporting on
page 64.

Block or Warning Messages with Request Exception Option
You can use Net Nanny to submit an exception request or display a blocked Web page.

Submitting an Exception Request

If a user has request exception privileges, Net Nanny lets the user submit requests to Net Nanny administrators
to unblock or recategorize specific Web pages or entire Web sites that fall under a blocked or warning category.

To submit an Exception Request, the user must perform the following in the Blocked or Warning dialog:
1. Click Request Exception to display the exception or override request dialog.

2. From the I think it should be drop-down list, select a suggested action (for example, allow the content
or assign it to a new category).

3. Click Send Request to submit the request to a queue in the Net Nanny Admin Tools, where a Net Nanny
administrator can choose to accept or reject the request.

For information on how Net Nanny administrators can process exception requests, see
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Processing User Exception Requests on page 63.

Note: It is also possible to click Apply Now (instead of Send Request) to immediately unblock or
recategorize the Web page or Web site. To apply the exception immediately, specify an administrative
username and password when prompted. The filter settings are immediately updated for the user
currently logged in to Net Nanny. The next time the user visits the Web page or Web site, the new
settings are in effect.
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To give a user exception request privileges, you must select the Allow user to request exceptions option in
the user’s profile settings. For more information, see Defining User Profiles on page 31.

The action is reported if activity reporting is enabled. For more information, see Enabling Local Reporting on
page 64

Displaying a Blocked Web Page

To configure Net Nanny to display a generic “HTTP 403 Forbidden” Web page when a user is blocked from
viewing a Web site:

1. Signin to the Admin Tools.
2. From the User List, select an existing user profile, then click Filter Settings.
3. Inthe Web Blocked section on the Web tab, select “Forbidden” page from the Display drop-down list.
When Blocked

Display: ‘BJndidlalng -
Blodk dialog
"Forbidden"” page
Wehsite:
Met Manny block page

4. Click OK.

Following is an example of the “HTTP 403 Forbidden” Web page that is displayed:

€% HTTP 803 Furbedden - Windows Intermet Explarer =R IE5R ==
@Q + || ttpetwwew.gembling com/ | 4] 2 | Googte o~
Google Cl~. =] Go{ gD B = | €2 Bookmadsw 0 blocked | 'IF Check = » ) ettingem
e | WTTR 403 Forbidden Fiov B - o~ [ Page > G Took v

o The website declined to show this webpage

requires you 1o log in.

Dene 3§ @ Internet | Protected Mode O#f H100% -
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Redirecting a User to a Different Web Site
To configure Net Nanny to redirect users to a Web site you specify:
1. Signinto the Admin Tools.

2. From the User List, select an existing user profile, then click Filter Settings.

3. Inthe Web Blocked section on the Web tab, select Website from the Display drop-down list.

When Blocked
Display: [Websibe: v]

WA, nemann\; Jcom

4. In the accompanying field, type the URL of the Web site where you want to redirect the user.

5. Click OK.

Configuring Filter Settings for Instant Messaging

The Instant Messaging tab contains a number of settings that help you control and monitor a user’s instant
messaging activities. You can choose to record instant messages, choose which instant messenger types to

allow, and choose what types of instant messaging content to monitor.
To configure Net Nanny to monitor instant messaging:

1. Signin to the Admin Tools.
2. From the User List, select an existing user profile, then click Filter Settings.

3. Click the Instant Messaging tab.

Filter Settings for "Admin”
| Web | Instant Messaging | Additional Settings |

Recording
[¥] Record Instant Messaging activity

Allow Instant Messaging for:
[] All Instant Messenger types

[¥]am  [¥] Jabber [¥] MySpaceIM

[¥gq [¥]windows Live Messenger  [¥] Yahoo! Messenger
Instant Message Monitoring

[¥] Enable Instant Message monitoring

Monitor Instant Messaging for the following categories:

[¥] All categories

[¥] age Related [¥] camera Fictures  [¥]Direct Contact  [¥] Direct Threats
[¥] Flirting [¥]Hurtful Language  [W] Indirect Contact  [¥] Profanity
[¥] Personal Information [V Risk Assessment Sexual Content  [V] Sodial Metworking

[

OK ‘ | Cancel

)

4. If you want to keep a record of all instant messages, select Record Instant Messaging activity.
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5. If you do not want to restrict the instant messaging programs the user is allowed to use, select Select all
Instant Messenger types.

Or, you can limit the instant messaging programs the user can use by deselecting Select all Instant
Messenger types and selecting only the instant messaging types you want to allow.

6. If you want to monitor instant messages for specific types of content, select Enable Instant Message
Monitoring, then select the content categories you want to monitor.

To monitor all content categories, select All categories.

Or, select only those categories you want to monitor from the following available categories:

Category

Description

Age Related

Camera/Pictures

Direct Contact

Direct Threats

Flirting

Hurtful Language
Indirect Contact
Profanity
Personal
Information

Risk Assessment

Sexual Content

Social Networking

Messages for discussions that include age-related questions and preferences, such as
“Am | too old for you?”

All messages for conversations that include trading or viewing of pictures or Web camera
images, such as “Can | see your pix?”

Conversations that include physical location or whereabouts, such as "Lets meet at my
house."

Messages for threats or descriptions of physical harm.

Conversations that include flirtatious behavior, such as kissing or statements like “You're
sexy.”

Conversations that contain mean or cruel language, including racial slurs or statements
such as “You're ugly,” or “You're stupid.”

Conversations that include alternative contact information, such as email address, phone
number, IM contact names, etc.

Messages that contain expletives or other offensive language, such as cursing or insults.

Messages for personal information, such as age, sex, or location.

Conversations that include questions or messages about risky behavior, such as "Are
you home alone?"

Conversation that include suggestive or sexually explicit content, such as references to
sexual acts or body parts.

Conversations that include links to personal Web sites or social networking profiles, such
as "Visit www.myspace.com/MyName."
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Configuring Additional Settings

Net Nanny lets you control users' access to chat rooms, newsgroups, and peer-to-peer services. You can also
enable Facebook* profile reporting, and can choose how to handle content from secure Web pages (those pages
that use the HTTPS protocol). These services can be individually allowed or blocked for each user in the User
List.

Filter Settings for "Admin” ==
| web | instant Messaging | Additional Settings

Allow Access to:
Chat Rooms
Mewsgroups
Peer-to-Peer
Secure Internet Content (HTTPS)
(@) Filter secure content
[ Block secure content from unsupported applications

() Allow secure content

Social Networking
Enable profile reporting for the following sodal network sites:

Facehook

Remote Reporting
This feature can be enabled from the Remote Administration Tools.

OK l [ Cancel

To manage a user’s additional settings:
1. Signin to the Admin Tools.
2. From the User List, select an existing user profile, then click Filter Settings.
3. Click the Additional Settings tab.

4. Under Allow Access To, select the services you want the user to be able to access.

Service Category Target Services

Chat Rooms Chat clients or Web-based chat rooms that use the IRC (Internet Relay
Chat) protocol
Newsgroups NNTP (standard newsgroups)
Peer-To-Peer Gnutella, BitTorrent*, Kazaa*, eMule*, and eDonkey*
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5. Under Secure Internet Content (HTTPS), select either Filter Secure Content or Allow secure content.

If you select Filter Secure Content, you can also choose to Block secure content from unsupported
sources.

Unsupported sources include applications whose SSL implementation Net Nanny does not support.
Currently, the only SSL applications that Net Nanny supports are browsers. If a user selects the Block
secure content from unsupported sources setting, Net Nanny blocks any SSL application that is not
supported, including non-browser applications such as QuickBooks and others.

Enabling this setting might cause unintended side effects with some of your applications.
6. Under Social Networking, select whether to enable or disable Facebook* profile reporting.

If profile reporting is enabled, Net Nanny captures profile information when the user logs in to the social
networking site.

When a user logs in to his or her social network account, Net Nanny attempts to install its application to
the user’s account. This requires that user to authorize Net Nanny to run in the context of the user's
account on that site. If the user chooses not to authorize Net Nanny, access to the site is denied.

7. When finished, click OK to apply your settings.
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‘f Managing Time Controls

Time Controls allow you to manage the time of day and the amount of time that each user spends on the Internet.
Each day of the week is divided into 30-minute time intervals that can be set to allow (green) or block (red) Internet

access.

Time Controls for "Default User” | E3

Time Zone

Your current time zone is (GMT-07:00) Mountain Time (US Canada) Click here to change your time zone

Time Allowance
[Flalow |0 hHoursper | Day

Time Schedule

AAAS IS IAS S ARSI

Sunday

Monday

Tuesday

Wednesday
Thursday
Friday
Saturday

D Allow | Reset All to Allow

| ] Biock [ Reset all to Block |

| OK J | Cancel |

The time controls show either a 12-hour clock (shown above) or a 24-hour clock, depending on your Windows

settings. To change the way the time displays, change your Windows time settings.

By default, Internet access is allowed at all times. If you define a Time Control for a user, the restriction applies to
all Internet activity such as Internet surfing, instant messaging, newsgroups, peer-to-peer, and network gaming.

Note: To ensure that Time Controls are enforced at the times you expect, verify that you have configured Net
Nanny™ with the correct time zone for your location. For instructions on setting the time zone in the Net Nanny

Admin Tools, see Setting the Time Zone on page 29.
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Defining Time Controls

To define user Time Controls:

1.
2.
3.

6.

Sign in to the Admin Tools.
Select a user profile from the User List, then click Time Controls.
In the Time Schedule grid, click-and-drag to apply the control to a specific time frame.

If you click-and-drag over a green space, that space changes to red. Likewise, clicking-and-dragging
over a red space changes the space to green. A red space indicates Internet access is not allowed
during the corresponding time of day. A green space indicates that Internet access is allowed then.

To apply blanket settings, do one of the following:
e Click Reset All to Allow to remove all “Block” time controls and allow Internet access at all times.
e Click Reset All to Block to completely block Internet access.

To limit the total number of hours a user can spend on the Internet over a given period, regardless of the
controls that have been specified in the time grid, do the following:

a. Under Time Allowance, select Allow.

b. In the field to the right of the Allow check box, specify the number of hours the user is allowed to
access the Internet.

c. From the Hours Per drop-down menu, select the period (Day or Week) that the specified amount of
hours applies to.

When finished, click OK to apply your changes.

Enforcing Time Controls

When a time control is in effect, Net Nanny displays a message when the user attempts to access the Internet. If
a user has override privileges, the user can click Override and enter the override password to override the
blocked connection. The password used to override time restrictions is the same password used to override a
blocked Web site.

& Blocked (=3

NEI. '& Nanny content | watch

You are not allowed to use the internet at this time

if' Owverride Password |i|
Nel’ H& Nanny poweren 8y |content|watch

Please enter your override password to continue:

‘fou are being blocked for content of the following type(s):

[ Qverride ] [ Back ] | oK | | Cancel |

Note: To give a user override privileges, you must select the Override Blocked Messages option in the user’'s
Profile Settings. For more information, see Defining User Profiles on page 31.

If the user overrides the time control, Internet access is allowed for the next 30-minute block, after which the user
must again override the blocked connection to maintain Internet access.
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¥

Managing Games

Net Nanny™ can block access to games with certain ratings or that contain elements that you do not approve of.

1.
2.

Sign in to the Admin Tools.

Select a user profile from the User List, then click Games.

The Games screen for the chosen user opens:

Games for "Admin”
Ratings:
Use the slider to set which ESRE ratings are blocked or allowed.

Descriptors:

Ewven if games are allowed because of their rating, you can
block them based on their content by checking one or more of
the descriptors,

»

[ Alcohol Reference
[7] Animated Blood
[ Blood

"] Blood and Gare

T

|| cartoon Violence
[T comic Mischief
[ crude Humer

[T orug Reference
[7] Edutainment

i

[T Fantacuy Vinlanra

l:I Allow | Reset All to Allow

Games:

Click on & game to togale it between block and allow,

] Act of War - Direct Action™
Blood, Language, Violence

B Age of Conan - Hyborian
Adventures™

_ Elood and Gore, Intense Viclence,

EEFSH | anguage, Nudity, Sexual Themes

Assassin's Creed Director's Cut (DX
10)™

A Assassin's Creed Director's Cut (DX

Blood, Strong Language, Violence

| AVENCAST: Rise of the Mage™
Comic Mischief, Fantasy Violence

[ ] Block | Reset Al to Block

[m]

[ o

]l Cancel ]

To determine which game ratings are allowed and not allowed, move the Ratings slider to the right or

the left.

Ratings:

Use the slider to set which ESRE ratings are blocked or allowed.

Allowed ratings show in green, and disallowed ratings are red.
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4. To block games that contain certain types of content, select the unapproved content descriptors from the
Descriptors list.

Descriptors:

Ewven if games are allowed because of their rating, you can
block them based on their content by checking one or more of
the descriptors.

Drug Reference a
[T Edutainment

[~ Fantasy Violence N
[ informational ‘

[.m

Intense Violence
Language

[T Lyries

Mature Humor
[T mild Language

[T hdilA winlames

5. To allow or disallow any of the games in the Games list, click a game title to toggle between blocked
(red) and allowed (green).

Games:

Click on @ game to toggle it between block and allow.

pEE Act of War - Direct Action™
Blood, Language, Viclence

[m] »

(IR Age of Conan - Hyborian
Adventures™

Blood and Gore, Intense Violence,
V| anguage, Nudity, Sexual Themes

LRI Assassin's Creed Director's Cut (DX
o)™
Blood, Strong Language, Violence

B Assassin's Creed Director's Cut (DX
9™
Blood, Strong Language, Violence

pEE AVENCAST: Rise of the Mage™
Comic Mischief, Fantasy Violence

The Games list contains many popular games that are rated Teen or above. Games that have ratings
that are blocked in the Ratings settings are automatically blocked. However, you can block or allow
individual titles from the list.

6. If you prefer, you can block or allow all games in the list by clicking Reset All to Allow or Reset All to
Block.

7. Click OK when you have finished specifying your games settings.
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‘( Managing System Passwords

During installation, the administrator creates override and uninstall passwords.

The override password is used to override blocked content. Any user or administrator with override privileges
must enter the override password to override blocked content.

The uninstall password is required to uninstall Net Nanny™.

Changing the Override Password
There is only one override password. Therefore, if the administrator changes the override password, it is
changed for everyone with override privileges.
To change the override password:
1. Signin to the Admin Tools.
2. Under Family Settings, click Passwords.

3. Under Block Override, type and confirm the new password.

Passwords [z

Block Override

PaSSWOl’d: SRR EES

Confirm Password: essssssssss

Uninstall

Password: [TTITTITTITIT]

Confirm Password: essssssssss

[ OK ]l Cancel l

Passwords are not case sensitive and must be between 3 and 13 characters in length. Numbers and
letters can be combined.

4. Click OK to save your changes.

Important: After you change the override password, you must distribute the new password to all users who have
override privileges.
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Changing the Uninstall Password

To change the uninstall password:
1. Sign in to the Admin Tools.
2. Under Family Settings, click Passwords.

3. Under Uninstall, type and confirm the new password.

Passwords =]

Block Override

Password: [TITTITITTITTIT]

Confirm Password: sssssssssss

Uninstall

Password: [TITTITITTITTIT]

Confirm Password: #esssssssss

[ OK J[ Cancel l

Passwords are not case sensitive and must be between 3 and 13 characters in length. Numbers and
letters can be combined.

4. Click OK to save your changes.
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‘( Working with Exceptions

Exceptions enable you to allow or block access to Web sites and applications that would normally be blocked or
allowed. For example, if you have configured news sites to be blocked but want to allow access to CNN, you can
create an exception that allows users to visit the CNN Web site.

Creating Web Address Exceptions

When a user enters a URL address in the browser, Net Nanny™ processes the requested page to determine
which content categories it belongs to. However, the administrator can bypass this default process by manually
allowing or blocking a specific site, or the administrator can assign a URL to a predefined content category so the
filter settings (Allow, Warn, or Block) for that category are then applied to the Web site.

Note: See Content Categories on page 40 for a list of the predefined content categories.

To illustrate this point, let's consider the following example:

Many Web sites contain educational articles that deal with the problems caused by pornography (and which,
therefore, contain some adult content). Net Nanny might block this site as Pornography. After going to the site
and examining the content, you might determine it is not pornography and may wish to allow this site.

Let's assume you want to categorize the URL www.contentwatch.com under Family Resources. In the Website
field, type the URL www.contentwatch.com. From the Action drop-down list, select Family Resources.

Note: To be sure that this site is allowed under Family Resources, the administrator must go to Filter Settings
and make sure that Family Resources is set to Allow.

-

Exceptions &=
Web |A|:|plications IRequests [0}|

[ add || Edt || Delee |

Website Action

1 Family Resources - |

ok | [ cancel
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The site is now categorized as a Family Resources site and access is allowed.

You can use an asterisk (*) as a wildcard when creating exceptions. The asterisk represents one or more
characters. For example, if you create *.google.* as an exception, it would match all of the following Web sites:

e http://www.google.com
e http://images.google.com
e http://www.google.net

e http://video.google.com/foo/bar

Likewise, *playboy* matches any URL that contains the word 'playboy' anywhere in the URL, including:

e http://www.playboy.com

e http://www.playboy.com/stories/pagel.html

e http://www.somesite.com/pics/playboy/picl.jpg

e http://www.somesite.com/pictures/show.cgi?image_source=playboy&img_number=123
Warning: If an administrator creates a Web exception, Net Nanny will no longer analyze or filter that Web site.
This means that if the site content changes, Net Nanny cannot determine its category. Therefore, use this feature
with care.
To create an exception for a Web address:

1. Signin to the Admin Tools.

2. Under Family Settings, click Exceptions.

3. Click the Web tab.

4. Click Add.

5. Inthe Website field, type the URL you want to override.

Exceptions =
Web |App|imﬁons I Requests {0}|
add || Edt || Deete |
Website Action
=amily Resources v]
0K ] [ Cancel
Clw. ContentWatch, Inc. / Net Nanny User Guide

Page 59



http://video.google.com/foo/bar

Note: You can copy the URL from the browser and paste it in the Website field for accuracy.
6. From the Action drop-down menu, you can do any of the following:

e Select Allow to always allow the site.

e Select Block to always block the site.

e Select a content category to apply to the site.

Note: The content category’s Filter Settings apply to the site.

7. Click OK.

The URL is added to the list with its availability or category listed under Internet Access.

8. Click OK to close the Exceptions window.

Creating Application Exceptions

The Net Nanny application exceptions feature helps you work around conflicts that might arise between Net
Nanny and other Internet-enabled software on your system. For example, Net Nanny might block some
applications that require Internet access, such as personal finance software. You can create exceptions for such
applications so that Net Nanny does not interfere with them when they try to access the Internet.

To create an exception for an application:
1. Signin to the Admin Tools.
2. Under Family Settings, click Exceptions.

3. Click the Applications tab.

Exceptions =]
[web | Applications | pequests (0)
Add... Delete
Filename Application Name (If Available)
ok | [ cancel
4. Click Add.
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5.

Choose one of the following methods to select the exception application:
Method 1: Select the application from a list of registered executables.
a. Click Select from installed applications.

b. Select the desired executable, then click OK.

Tip: You can select multiple executables at once by holding down the Ctrl key (to select

nonadjacent items) or the Shift key (to select blocks of items), then clicking the desired
executables.

Exception Application Selection ==

(@) Select from installed applications:

Filename Application Mame (If Available)
gimp-2.4.exe

wmplayer.exe Windows Media Player
mspaint.exe Paint

sidebar.exe Windows Sidebar

SnippingTool.exe  Snipping Tool

wmplayer.exe Windows Media Flayer
wordpad.exe Windows Wordpad Application
wordpad.exe Windows Wordpad Application
XPSWiewer.exe  XPS Viewer

() Custom application:

Browse...

[ oK ] ’ Cancel ]

The selected executables are added immediately to the application exceptions list.
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Method 2: Manually browse to the application executable.
a. Select Custom application.

b. Click Browse.

c. Browse to the location of the application’s executable file (filename.exe) on your computer’s hard

drive.

d. Select the file, then click Open.

-

8 Select ication Executable
& Select Application Executabl
@uvl | « Program Files » GIMP-20 » bin ~ [ 42| [ search
Organize = gg8 Views ~ [ Mew Folder
Favomnte Links Name' Date modif... Type Size
Bl Desktop Bbzip2
- agimp—lﬁl
1= Recent Places .
= @glmp-console-l.ei
I Computer & gimp-win-remote
El LR @gspawn-winﬂ-helper
B Pictures [2] gspawn-win32-helper-console
I Music [E minigzip
% Recently Changed @pango—quer}rmodules
E Searches
\ Public
Folders -~
File name: gimp-2.4 A [Exec:..rlable Files (*.exe) VI
l Cpen ] l Cancel ]

e. When the executable’s name appears in the Application field, click OK to add the application to

the exceptions list.
6. (Optional) Remove an application’s exception.
a. From the application exceptions list, select the exception you want to remove.
b. Click Delete.

screen.
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Processing User Exception Requests

Users who have been granted exception request privileges can submit requests to Net Nanny administrators to
unblock or recategorize specific Web pages or entire Web sites that fall under a blocked or warning category. An
administrator can review these requests in the Net Nanny Admin Tools (on the Requests tab of the Exceptions
window) and decide on a case-by-case basis which requests to accept or reject.

To process users’ exception requests:
1. Signin to the Admin Tools.
2. Under Family Settings, click Exceptions.
3. Click the Requests tab.

=
Exceptions &=
Web Requests (1)
Accept Selected Reject Selected
Sender Web Address Current Action Requested Action
Default User youtube.com Image/Video Search [Allow A4
ok | [ cancel

4. Review the details of requests in the list.

You can click the hyperlinks in the Web Address column to open requested Web sites in a browser and
review their content. Also, before accepting a request, you can change the action or category the user
has requested by selecting a different option from the appropriate Requested Action drop-down menu.

5. Click the request.
Click Accept Selected or Reject Selected, then click OK.
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“( Generating Usage Reports

Two different reporting options are provided with Net Nanny™:

« Default, or local, reports are located on the computer where Net Nanny is installed. You can view these
reports to see Internet activity on the local computer.

« Web-based reports are available from the ContentWatch™ Web site. Web reports give the administrator
the ability to check the content that is viewed on all computers where Net Nanny is installed.

Enabling Local Reporting

Net Nanny can report Internet usage for the entire system or for individual users. It retains activity data on the
local computer for up to 30 days. To view individual user reports, reporting must be enabled for each user.To
enable the reporting options for a user:

1. Signin to the Admin Tools.

2. From the User List, select an existing user profile, then click Filtering.

3. Onthe Web tab, select Record Web activity.

4. On the Instant Messaging tab, select Record Instant Messaging activity.
5

Click OK to save your changes.

Accessing Local Reporting

Net Nanny provides comprehensive local reporting for Web activity, instant messaging, and social networking.
Each chart has drill-down capability to view transaction detail. Local reports are accessible to the administrator
on the computer where Net Nanny is installed.

Accessing Local Web Activity Reports

Local Web reports display Web activity for administrators and users on the local system. You must generate local
Web reports on the computer where Net Nanny is installed.

Important: To view individual user reports, the Record Web activity option must be selected in the user’s Filter
Settings menu. Also, you must have the Macromedia* Flash* Player installed to view the reports. You can
download it from www.macromedia.com.

To access local Web activity reports:
1. Signinto the Admin Tools.
2. Under Family Settings, click Reports.
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Report Om: Date Range:

| web Activity - @

® [sp ~|[t ~|[z008 ~]

*J[1 ~][z08 -]

Charts
7123i2008 - 7/23/2008

Charts

Web Categories Visited
(Click the graph for more details)

Find Next

Categories
Ads

B image/Video Search

M 5=a0ch Engines,/Portals

M Music/Entertsinment

] Shopping

M tews

M Financial/Stocks
Sparts

5 Religious

M =

M Games

M intimats Apparel

H other

B scheolsiColleges
Travel

M Gam biing

M Government

-

o =]

S YU R P Y YR R S L

3. From the Report On drop-down list, select Web Activity.

Report On:

Instant Message Activity

Instant Message Alerts
Social Networking Profiles

4. Inthe Date Range selector, select a preconfigured date range or specify a custom date range, then click

OK.

Date Range:
\Today |
odas
Toda

© |last7Days || (2008 -] - [see ~|[1 ~|[am0s -]

Last 14 Days
Last 30 Days

Net Nanny displays report graphs with drill-down capability for the following categories:

e Web Time Summary

e Web Time Summary by Day
e Web Categories Visited

e Web Filter Actions

Select a user, date range, Web category, or filter action to generate charts with report transaction detail.

To view additional report data, such as URLSs, left-click a specific graph.
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Accessing Local Instant Message Reports

Instant message reports allow the administrator to view the content as well as the time spent on instant
messaging activities for administrators and users on the local system. You can also view a list of instant
messaging alerts sent when a user's messages contain questionable content.

Important: To view individual user reports, the Record Web activity option must be selected in the user’s Filter
Settings menu. Also, you must have the Macromedia Flash Player installed to view the reports. You can

download it from www.macromedia.com.
To access local instant message reports:
1.
2.
3.

Sign in to the Admin Tools.

Click Reports.

From the Report On drop-down list, select Instant Message Activity or Instant Message Alerts.

Report On:

[web Activity ~]

Web Activi
Instant Message Activi

Instant Message Alerts

Social Metworking Profiles

In the Date Range selector, select a preconfigured date range or specify a custom date range, then click

OK.

Date Range:
|§| Toda Y st
Toda

Last 14 Days
Last 30 Days

(7} Last 7Days 2008

1 2008

When you view the instant messaging report, the following information is available:

Alerts: Shows the number of alerts and provides a link to more details.

There are 2 conversations flagged for potentially objectionable content. Click here

'J Alerts

for more details

Click the link for a detailed list of alerts. This is also the report you see if you choose to report on Instant

Message Alerts.

Alerts

Charts ¢ Alerts

& print

Delete Selected

I User name Protocol Timestamp Categories

[T | Admin My SpaceIh 30,2008 11:11:22 AM Secial Networking

Il Admin Windows Live Messenger 13072008 11:12:31 AM Indirect Contact, Flirting

[T | Default User Windows Live Messenger 7302008 11:27:07 AM Flirting, Risk Assessment
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Click an alert for a detailed report about that alert.

Default User
TI30/2008 11:27:07 AM - 7/30/2008 11:27:29 AM
Charts b Alerts b Default User Q rint
‘ srades(@live.com | —
W
Are vour parents home? 4 Alerts:
DOn't be an idiot Flirting
Cenversation that include
flirtatious behavior (ie.
sess@livecom T | s ousey®)
TS‘;. old are you Risk Assessment
Conversation that include
. ) . . questions or messages about
Click here to view the entire conversation tisky behavior (ie. "Ars
vou home alone™)

Click the link at the bottom to view the entire conversation.
[ ]

Instant Message Services Utilized: Shows which instant messaging services have been used.

Instant Message Services Utilized
(Click the graph for more details)

Type Message:
Windows Live Messenger 1
M My Spaceli 1
Click a service for additional details.
Windows Live Messenger
7I30/2008 - 713012008
Charts k Windows Live Messenger @ Print
User Hame Messages
Admin
Default User

4

Click a user for more details about that user’s IM use, including message content.
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e Instant Message Activity by User: Shows how many instant messages have been sent or received by

each user.
Instant Message Activity by User
(Click the graph for more details)
8 Messages
8 Messages —
6 Messages
4 Messages
4 Messages ————
2 Messages
Admin Default User

Click on the graph for more details about the protocols used by each user and the content of messages.

e Instant Message by Day: Shows how many messages have been sent or received daily by all users.

Instant Message by Day
{Click the graph for more details)

12 Messages

9 Messages

6 Messages

3 Messages

Jul 30 - 00:00 Jul 30 - 05:00 Jul 30 -11:00 Jul 30 -17:00 Jul 30 -23:00

Click on the graph for a more detailed report.

Time Summary
713012008 - 7/30/2008

Charts » Time Summary Q rint

User Name Messages
Admin 3
Defanlt User 4

Total 12

Continue to drill down for information about each user and the content of messages.
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Accessing Social Networking Reports

The social networking report shows the social networking profiles that the user has set up and provides a link to
the profile so you can review it.

To access the social networking report:
1. Signin to the Admin Tools.
2. Click Reports.

3. From the Report On drop-down list, select Social Networking Profiles.

Report On:

Instant Alerts hd

Web Activity
Instant Message Activity

Instant Message Alerts
Sodal Networking Profiles

4. In the Date Range selector, select a preconfigured date range or specify a custom date range, then click

OK.
Date Range:

|§| Toda ha

I Toda

) Last 7Days 2008 - |Sep 1 2008
Last 14 Days
Last 30 Days
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Searching within Reports
Reports can contain a great deal of data. To help you find specific information, you can search within a report:
1. Signin to the Admin Tools.
2. Click Reports.
3. From the Report On drop-down list, select the type of service for the report you want to search.
4

In the Date Range selector, select a preconfigured date range or specify a custom date range, then click

OK.
5. Inthe Find box at the bottom of the report window, type the information you want to search for, then click
Next.
Reports o [
Report On: Date Range:
lWeb Activity v‘ ) |Last 7Days
© s <) ][ =] - s ~][m =[5 -]
Charts &
9/8/2008 - 9/18/2008
Charts Q;Lnt
Categories Hitsi

484
il

B g =

& pa

The first instance of the search string is highlighted.

6. Click Next to move through each instance of the search string in the report.
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Configuring Email Notifications

Email notifications can be sent to the administrator or other users to provide alerts about users who are blocked
or warned or who override blocks.

To configure email notifications:

1.

2
3.
4

7.
8.
9.

Sign in to the Admin Tools.
Under Family Settings, click Email Notifications.
Click Add to add a new email notification or click Edit to change an existing natification.

In the Send Email To field, type the email address where you want to send notification messages.

Email Motification Editor [22]

Send Email To:

Condition(s):

= Web Sites
[ warned
[ Blocked
[] viewed after warned
[ viewed after blocked
D Requests an exception
= Instant Messages
[ Questionable Content

[ OK H Cancel l

From the When drop-down list, select the user that you want to receive notification messages about:
e To receive notification for a specific user’s activity, select the desired user profile.
e To receive notification for all users, select All Users.

Choose the conditions for when you want a notification sent, such as when the user is blocked or
warned, if the user overrides a block or requests an exception, or if an instant message contains
guestionable content. You can select multiple options.

Click OK.
Repeat Steps 3 through 7 for each notification you want to add to the Notification List.

To remove a notification, select the notification from the Notification List, then click Delete.

10. When finished, click OK.
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“( Using Net Nanny Remote Management

Remote Management gives the administrator the ability to view and change all administrative settings from any
computer with an Internet connection and a browser. This allows the administrator to remotely disable or enable
access to specific Net Nanny™ categories and services or even deny all Internet access.

Profile changes are usually updated within one minute. You can manually refresh profiles by right-clicking the Net

Nanny icon # inthe system tray, then clicking Refresh Profiles. Changes made in remote management are
reflected in Net Nanny under User and Family Settings.

Note: Net Nanny Remote Management is available only with a Premium license of Net Nanny.

Accessing Remote Management

Remote Management provides the administrator with access to all administrative functions in Net Nanny from
any computer with an Internet connection and a browser.

To access Remote Management:

1. Select an access method:
e Local access method: Right-click the Net Nanny icon # inthe system tray at the bottom of your
Windows desktop, then select Remote Management from the quick menu.

Adrin Tools

Logout Admin
Refresh Profiles
Remote Management

Change Password

Help
Disable Met Manny
Check For Updates

About

e Internet access method: In a Web browser, go to manage.netnanny.com.

C W ContentWatch, Inc. / Net Nanny User Guide
h Page 72




2. Complete the sign-in information, then click Login.

[content|watch.

INTERNET PROTECTION

Net Nanny Web Administration

Email Address: ||

Password:

3. Select a user from the Users list to change or manage the settings for, then choose which settings or
services you want to access from the menu across the top of the screen.

@ Ui!l;l Settings | Motifications | Reports | Web Exceptions | Application Exceptions | Requested Exceptions

Smith Family
Admin

Setting r "Smith Family"

& Add Liser
Select _
user. Choose settings
or services to
access.
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Changing Account Settings

Account settings such as your family name, block override, and install and uninstall passwords can be changed
through Remote Management.

To change account settings through Remote Management:

1. Access Remote Management.
For details on Accessing Remote Management, see page 72.
2. Select your family name at the top of the Users list.
v %} Users
SrﬁithUEamilg
Adm ratar
Ismith129
Uzar 1
Settings for "Smith Family”
3. Change the Family Display Name; the Block Override, Famiy:
Install, or Uninstall Passwords; the Client Updates _ P
method; the Time Zone; or the display status of the pleplarame: - Smit Femily
Net Nanny system tray icon. Block Querride:
i i P d: kb
The install password can be used in place of the 02::? —
administrator's password to install Net Nanny as an Passwor
existing user. The install password is provided so the nsall
administrator can allow other family members to install Passward e
Net Nanny without giving them the administrator Confitm Fvv——
password. The install password is used only during Fasswor
installation as an existing user. ninstall
P o: o
The Client Updates option allows you to select the Ci:::r
delivery method for Net Nanny client software updates. Password:
If you select Manually, updates are downloaded only Client Updates:
when you right-click the Net Nanny icon & in your Apply: hanually v
system tray, then click Check for Updates. If you Time Zone:
choose Automatically, the client automgitlcally Apply (00:00 GVT) GIT- Dbl Lisbon, London
downloads, but does not install, any available updates A
when you connect to the Internet. If you select ) '
Password Required, a Net Nanny administrator must D0 Hide leon  ramovs ean rom system Ty
enter his or her password to manually download and R Pee—
install client software updates. Hﬁve S
4. When finished, click Save Changes to apply your
settings.
Profile changes are usually updated within one minute. You can also manually refresh profiles by logging
in to the computer where Net Nanny is installed, right-clicking the Net Nanny icon ¥ inthe system tray,
then clicking Refresh Profiles. Changes made in Remote Management are reflected in Net Nanny under
User and Family Settings.
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Configuring Email Notifications

Email notifications can be sent to the administrator or other users to provide alerts about users who have been
blocked or warned or who have chosen to override blocks.

To set or change email notifications through Remote Management:

1. Access Remote Management.

For details on Accessing Remote Management, see page 72.

2. Select your family name at the top of the Users list, then click Notifications.

- @Lhen

Seﬁings@cﬂ@ Reports | Web Exceptions | Application Exceptions | Requested Exceptions

Smith Family

Admin

& Add User

Settings for " Smith Family"

Type the email address where you want to send notification messages.

Select the user you want to receive notification messages about.
To receive notification for a specific user’s activity, select the user profile.

5. Select if you want a notification sent when the user is warned or blocked, if the user views a site after
being warned or blocked, if the user requests an exception, or if the user has any instant messages that
were flagged for containing questionable content.

You can select multiple options.

6. Click Add to save the notification to the Notification List.

When:
Condition(s):
Web Sites

[E1 warned
Blocked

Instant Messages

Add

Notifications for "Smith Family"

Send Email to: Scn@gma”_cnm

[E] viewed after warned
[E] viewed after blocked

] Requests an exception

[ Questionable Content

Michael -

7. Repeat Steps 3-6 for each notification you want to add to the Current Notifications list.
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8. When finished, click Save Changes to apply your settings.

Current Notifications:

. Block Request i
Email When | Blocked |Warned Email to Delete
Overridden | Exception
Admin 0o [l 0o sco@gmail.com 0o

Save Changes

Profile changes are usually updated within one minute. You can also manually refresh profiles by logging

in to the computer where Net Nanny is installed, right-clicking the Net Nanny icon # in the system tray,
then clicking Refresh Profiles. Changes made in Remote Management are reflected in Net Nanny under
User and Family Settings.

Viewing Family-Level Reports

Reports can be viewed for Internet activity, instant messaging, or social networking. Accessing Remote
Management reports on the family level gives the administrator an overview of how the family as a whole is
spending time on the Internet.

Important: ContentWatch™ servers store up to 14 days of activity data. Local reports can provide data for up to
30 days of Web and instant messaging activity.

To view family-level reports:
1. Access Remote Management.

For details on Accessing Remote Management, see page 72.

Select your family name at the top of the Users list.
3. Click Reports.

v @ Users Settings | Notifications Repor@Web Exceptions | Application Exceptions | Requested Exceptions

Smith Family
Admin

Settings for " Smith Family"

& Add User

4. Select the report Date Range.

Date Range:

Jul ~ 24 -
Fram:
‘08

-

Jul o+ 256 -
To:
0 -

Note: There can be a delay (up to 24 hours) between user activity and the time that an action is reported
on the Web-based reports.
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5. Select Enable Web Browsing, IM, IM Alerts, or Social Networks to generate a report for the selected
service.

Report On: Web A
Web

Social Networks

6. Click Refresh to get the latest report.

Configuring Web Exceptions

Exceptions can be set or changed to allow, block, or categorize a specific URL with Remote Management. If an
address is set to Allow, the user sees no message and the site is displayed on screen. If a site is set to Block, a
block message appears. Depending on the user settings made by the administrator, the user may be able to
override this block with a password. The administrator may also select a category to define a specific URL. Net
Nanny is then set to allow, warn, or block the user according to filter settings.

To configure Web exceptions through Remote Management:
1. Access Remote Management.

For details on Accessing Remote Management, see page 72.

Select your family name at the top of the Users list.

Click Web Exceptions.

- &S Users Settings | Nofifications | ReportsQiVeb Exceptions hpplication Exceptions | Requested Exceptions
Smith Family

Admin seﬁlngs for " Smith Famlh,’"

& Add User

In the Add Web Exception field, type a specific URL.
From the Action drop-down menu, select an action or category.

Click Save Changes to complete the exception.

Web Exceptions for " Smith Family"

Add Web Exception: cnn.com

Action: -
Web Address Action Delete
amazon.com Shopping - r
youtube_com Block -
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Configuring Application Exceptions

The Net Nanny application exception feature helps you work around conflicts that might arise between Net
Nanny and other Internet-enabled software on your system. For example, Net Nanny may block some
applications that require Internet access, such as online games or financial software. You can create exceptions
for such applications so that Net Nanny does not interfere with them when they try to access the Internet.

To create an exception for an application through Remote Management:
1. Access Remote Management.

For details on Accessing Remote Management, see page 72.

Select your family name at the top of the Users list.

3. Click Application Exceptions.

- &5 Users Settings | Motifications | Reports | Web Exceptions CApplication Exceptions) Requested Exceptions

Smiﬂj Family
Admin seﬁlngs for "Smlth Fam"}’"

& Add User

4. Choose a method for locating the application executable you want to create an exception for:
Method 1: Browse to the application executable.

a. Select the By Browsing option, then click Browse.

Application Exceptions For "Smith Family"

Choose Application:

© By Browsing:

© By Entering Name:

[Example: sbooexe

Add

b. Browse to the location of the application’s executable file (filename.exe) on your computer’s hard
drive.
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c. Select the file, then click Open.

& Choosefile =]
A
@Uv| 1 % Internet Protection » - |4-p | | Search § |
Organize = =2 Views - B Mew Folder
B mlils Name Date modified Type Size il
BN Desktop . CententCleanup
%5l Recent Places di ContertProtect
- | Modules
1% Computer i Privacy
[El Documents B Resources E
E Pictures || Updater
B Music | alta.dat
& Recently Changed & cwAdminTools
E Searches &5 cwsve L4
Ji Public & cwtray
[# | Help
Folders L Qinstlsp -
File name: cwtray > | Al Files (") -
[ Open | [ Comcel |

d. When the executable’s full filename (including the local path to the file) appears in the By Browsing field,
click Add to add the application to the exceptions list.

Application Exceptions For "Smith Family"

Choose Application:

@ By Browsing: C-\Program Files\Content\WV;| Browse...

) By Entering Name:

(Example: abo.exs)

Method 2: Enter the filename of the application’s executable file.

a. Selectthe By Entering Name option.
b. Inthe accompanying field, type the exact filename of the application’s executable file.

c. Click Add to add the application to the exceptions list.

Application Exceptions For "Smith Family"

Choose Application:

© By Browsing: Browse...

@ ByEntering Mame: cwiray.exe

{Example: abo.exs)
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5. Toremove an application’s exception, do the following:
a. Inthe application exceptions list, select the executable’s Delete check box.
b. Click Delete Selected.

Application Delete
cwatch.exe

[ Delete Selected ]

Processing User Exception Requests

Users who have been granted exception request privileges can submit requests to Net Nanny administrators to
unblock or recategorize specific Web pages or entire Web sites that fall under a blocked or warning category. An
administrator can review these requests in Remote Management and decide on a case-by-case basis which
requests to accept or reject.

To process users’ exception requests:
1. Access Remote Management.

For details on Accessing Remote Management, see page 72.

2. Select your family name at the top of the Users list.
3. Click Requested Exceptions.
- @ Users Settings | Notifications | Reports | Web Exceptions | Application Except'tons( Requested Exceptions '
Smith Family
Admin = " = =y 10
St Settings for " Smith Family
4. Review the list of requests, such as who sent the requests, which Web addresses they are making the
requests about, and what actions they are proposing.
Requested Exceptions For "Smith Family"
Select Sender Web Address Current Action Requested Action
= BELEFU” youtube. com Web Exceptions Allow -
[ B:f:rult www.health.com/health AlcoholTobacco Allow -
[l BELEFU” budweiser.com AlcoholTobacco Alcohol/Tobacco -
[ Accept Selected ] [ Reject Selected ]
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You can click the hyperlinks in the Web Address column to open requested Web sites in a browser and

review their content. Also, before accepting a request, you can change the action or category the user

has requested by selecting a different option from the appropriate Requested Action drop-down list.
5. To process a request, do the following:

a. Click the request’s Select check box.

Requested Exceptions For "Smith Family"
Select Sender Web Address Current Action Requested Action
[l BELEFU” youtube com Web Exceptions Allow -
| Bg?run www.health.com/health AlcoholTobacco Allow -
[l BELErU” budweiser.com AlcoholTobacco Alcohol/Tobacco -
[ Accept Selected ] [ Reject Selected ]

b. Click Accept Selected or Reject Selected.
The new settings take effect immediately.

Adding and Removing Users

To add a user in Remote Management:
1. Access Remote Management.
For details on Accessing Remote Management, see page 72.
2. Click Add User.

b @Uum

Smith Family

Admin

Default User

(5Ann User

3. Enter the administrator password.
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4. From the Duplicate Settings From drop-down menu, select Default or select another profile that best
fits the user you are adding.

Add User

Duplicate Settings From

@ Predefined Profiles
Default hd

(@) Existing User

Filter S5ettings: Blocked for objectionable websites.
Time Controls: No restrictions.

Monitoring: Enabled for all actiwvities.

Games: A11 games allowed.

Profile Settings
User Name:
Email:
Password:

Confirm Password:

Inactive User Logout: MNever =
[E1 Auto Client Login Allow user to change password
] Administrator Display instant override option

[ Auto Windows Login

Add

5. Complete the user profile information (user name, email, password, etc.), then click OK.

For a description of the options in the Add User screen, see User Profile Options on page 82.

After you create the user profile, you can define the filter settings and time controls for the user. For more
information, see Filter Settings on page 84 and Time Controls on page 88.

User Profile Options

The following table outlines the user profile options in the Add User screen in Remote Management:

Field Description

User Name Name the user selects to sign in to Net Nanny.

Usernames must be between 2 and 20 characters in length.
Email User’s email address.

This field is required only if the user is an administrator.
Password Password the user enters to sign in to Net Nanny.

Passwords must be between 3 and 13 characters in length. Passwords are case
sensitive. Numbers and alpha characters can be combined.

Passwords are required only for administrators. If you prefer not to have a
password for a user, or if a user is too young to type in a password, leave the
password field blank.
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Field

Description

Inactive User
Logout

Auto Client Login

Administrator

Display instant
override option

Auto Windows
Login

Allow user to
change password

Note: We recommend you keep a list of passwords and the corresponding user
names in a safe place for reference. However, the administrator can change a
password for any user, at any time, which eliminates the fear of losing or forgetting
passwords for access.

Designates an inactivity threshold after which the user is automatically logged out.

If you select Never, Net Nanny does not automatically log out the user.

Enables Net Nanny to remember the profile's username and password and to
automatically log in using this profile whenever a user attempts to access Internet
content.

When this option is selected, you need to log in to Net Nanny only once.
Thereafter, Net Nanny no longer prompts for login credentials when users attempt
to access Internet content, even if the computer is rebooted. Net Nanny continues
to remember the username and password until someone manually logs off the Net
Nanny profile.

Note: The Auto Client Login option is useful when you want to monitor and
manage Internet activity for a single computer rather than specific users. For
example, if you have a computer in your living room and you want to use the same
Net Nanny filter settings, time controls, etc., to control Internet access for anyone
who uses that computer. You can create a Net Nanny profile named "Living
Room," configure profile settings as desired, then enable the Auto Client Login
option so that users are automatically logged in to Net Nanny whenever they start
that computer and try to access the Internet.

Gives the user administrative privileges.

Users with administrative privileges can change passwords, profile settings, and
filters; receive email notifications; and access reporting and remote management.

Lets the user override blocked content. If selected, Net Nanny prompts the user for
the override password when it blocks Internet content. (For an example of this
message, see Block and Warning Responses on pages 42.)

Important: The user must enter the override password before Net Nanny displays
the blocked content. The override password is created during installation and can
be changed at any time through the Passwords dialog.

If you do not select this option, Net Nanny displays a block message when the
user tries to access blocked Internet content.

Automatically logs this user in when Windows starts.

Lets the user change the password used for logging in.
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To remove a user from Remote Management:
1. Access Remote Management.

For details on Accessing Remote Management, see page 72.

2. From the Users list, select the user you want to remove.

3. Click Remove User.

Admin

Default User

@ Add User  SNEEQ

4. Click Yes to confirm you want to remove the user.

Remove User

Are you sure you want to remove the user, Sean?

Note: You cannot delete a user who is currently logged in to Remote Management.

Filter Settings

With Remote Management, the administrator can change all filter settings from a location other than his or her
local computer. Categories can be set to allow, warn, or block. Access can be allowed or denied for Web, peer-
to-peer, newsgroups, or instant messaging. Activity reporting for Web, instant messaging, and remote reporting

can be turned on or off.

Web Filter Settings

To modify Web filter settings:
1. Access Remote Management.

For details on Accessing Remote Management, see page 72.

2. Select a user from the Users list.

The Web Settings page opens.
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Smith Family

Admin

R Web Settings For "Default User"
@ Add User @ Remowve User
[ M Settings || Additional Settings |
Web Browsing VWhen Blocked
[#] Enable Web Browsing Display: Block Dialog A4
¥ Record Web Activity [¥] Display the reason for being blocked

@ Filter Web Content [#] Allow user to request exceptions

© Restrict browsing to specific sites

Category Settings
Set all categories to: Select.. -

Block ~ B pauimaturs Block ~

¥ atenviolence Block = &4 |ntimate Apparel
o = Lo
Block ~ ! alcoholTobacco Block ~ @" llegal Activities Block ~ “** pomography
=y b o
Allow ~ ™ Chatsite Block ~ ! |legalDrugs Block ~ & prgy
o)
Block + € gamoling Allow ~ & Image/Video Search

" Show me all 31 categories

Save Changes

3. To allow users to browse the Web, select Enable Web browsing.

If Enable Web browsing is not selected, the user cannot access the Web.
If you want Web activity to be recorded so you can monitor it, select Record Web Activity.
Select whether to filter Web content or to only allow access to specified sites.

If you select Filter Web content, you can configure the access level for a variety of types of Web
content. See Specifying Allowed Web Sites on page 38 for more information.

If you select Restrict browsing to specific sites, you can configure which sites the user is allowed to
browse. See Specifying Allowed Web Sites on page 42.

6. If you selected Filter Web content, do one of the following:

e Select Allow, Warn, Block, or Default from the drop-down list for each content category whose
setting you want to change:

Category Settings
Set all categories to: | Select.. -
All
Block - E& ,fo =t
Block ~ ?‘[ 1| Block
— —{Default

e Select a setting from the Set All Categories To drop-down list to change all content categories to the
same setting.

7. If you selected Restrict browsing to specific sites, configure which sites the user is allowed to browse.
See Specifying Allowed Web Sites on page 42.

8. In the When Blocked section, specify how you want Net Nanny to respond when a user is blocked or
warned.

9. When finished, click Save Changes to apply your settings.

Profile changes are usually updated within one minute. You can also manually refresh profiles by logging

in to the computer where Net Nanny is installed, right-clicking the Net Nanny icon ¥ inthe system tray,
then clicking Refresh Profiles. Changes made in Remote Management are reflected in Net Nanny under
User and Family Settings.
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IM Settings

The Instant Messaging screen contains a number of settings that help you control and monitor a user’s instant
messaging activities. You can choose to record instant messages, choose which instant messenger types to

allow, and what types of instant messaging content to monitor.

To configure Net Nanny to filter instant messaging:

1.

Access Remote Management.

Select a user from the Users list.
Click IM Settings.

For details on Accessing Remote Management, see page 72.

IM Settings For "Default User”

Recording
Record Instant Messaging Activity
Allow Instant Messaging for:

[E All Instant Messenger types

B am [E1 yahoo! Messenger
[C] windows Live Messenger [ Jabber

Instant Message Monitoring

[C1Enable Instant Message Monitoring

Monitor Instant Messaging for the following categories:

[C All categories

Age Related CameralPictures Direct Contact
Flirting Hurtful Language Indirect Contact

Profanity Risk Assessment Sexual Content

[ Save Changes ]

O ao
[ MySpacelM

Direct Threats
Perzonal Information

Social Metworking

If you want to keep a record of all instant messages, select Record Instant Messaging Activity.

If you do not want to restrict the instant messaging programs the user is allowed to use, select Select All
Instant Messenger types.

Or, you can limit the instant messaging programs the user can use by deselecting Select All Instant
Messenger types and selecting only the instant messaging types you want to allow.

If you want to monitor instant messages for specific types of content, select Enable Instant Message
Monitoring, then select the content categories you want to monitor.

To monitor all content categories, select All categories. Or select only those categories you want to
monitor.

When finished, click Save Changes to apply your settings.
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Additional Settings

Net Nanny lets you control users' access to chat rooms, newsgroups, and peer-to-peer services. You can also
enable Facebook* profile reporting, and choose how to handle content from secure Web pages (those pages that
use the HTTPS protocol). These services can be individually allowed or blocked for each user in the User List.
To manage a user’s additional settings:

1. Access Remote Management.

For details on Accessing Remote Management, see page 72.

2. Select a user from the Users list.
3. Click Additional Settings.

Additional Settings For "Default User"

Allow Access To:
[ chat Rooms
Newsgroups
[#]Peerto-Peer
Secure Internet Content (HTTPS)
@ Filter secure content
[C]Block secure content from unsuppoerted applications
@ Allow secure content
Social Networking
Enable profile reporting for the following social network sites:
[ Facebook
Remote Reporting

[E1 allow Remate Viewin g of Reports

[ Save Changes l

4. Under Allow Access To, select the services you want the user to be able to access.

Service Category Target Services

Chat Rooms Chat clients or Web-based chat rooms that use the IRC (Internet Relay
Chat) protocol

Newsgroups NNTP (standard newsgroups)

Peer-to-Peer Gnutella, BitTorrent*, Kazaa*, eMule*, and eDonkey*

5. Under Secure Internet Content (HTTPS), select either Filter Secure Content or Allow secure
content.

If you select Filter Secure Content, you can also choose to Block secure content from unsupported
sources.
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8.

Unsupported sources include applications whose SSL implementation Net Nanny does not support.
Currently, the only SSL applications that Net Nanny supports are browsers. If a user selects the Block
secure content from unsupported sources setting, Net Nanny blocks any SSL application that is not
supported, including non-browser applications such as QuickBooks and others.

Enabling this setting might cause unintended side effects with some of your applications.
Under Social Networking, select whether to enable or disable Facebook* profile reporting.

If profile reporting is enabled, Net Nanny captures profile information when the user logs in to the social
networking site.

When a user logs into their social network account, Net Nanny requires that user to authorize Net Nanny
to run in the context of the user's account on that site. If the user chooses not to authorize Net Nanny,
access to the site is denied.

If you want reports to be accessible on the Web, click Allow Remote Viewing of Reports under Remote
Reporting.

When finished, click Save Changes to apply your settings.

Time Controls

Remote Management gives the administrator the ability to control when Internet access is allowed or blocked.
Internet access can be managed for specific days or times of day. Also, the administrator can impose a time
allowance on the total amount of hours that users are allowed to access the Internet per day or week.

To configure time controls:

1. Access Remote Management.
For details on Accessing Remote Management, see page 72.
2. Select a user from the Users list, then click Time Controls.
v @ Users | Web Settings | IM Settings | Additional Settings ' Profile Settings | Reports
" Smith Family il |
A | Profile Settings for "Default User"
Michael ‘
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The Time Controls screen opens:

Time Controls for "Default User”

Switch to 24 hour time display

Time Allowance:

[ Enable: Hours / | Day
Save Changes
Time Schedule :

Day Daily = |[F Al Day

Start Time Midnight ~

End Time : Midnight ~
Internet Access Allowed ~

Save Changes

Reset All to Blocked

{ Reset All to Allowed |

e Wed Thu Fri Sat Sun Mon Tue Wed Thu Fri Sat Sun

Selected Time Zone:

Mountain Time (US & Canada) (-07:00 GMT) Edit Time Zone

3. To limit the total number of hours a user can spend on the Internet per day or week:
a. Under Time Allowance, select Enable.

b. In the field to the right of the Enable check box, specify the amount of hours the user is allowed to
access the Internet.

c. From the Hours drop-down menu, select the period (Day or Week) that the specified amount of
hours applies to.

4. To set controls for specific days and times of day:
a. From the Day drop-down list, select the days for which you want to set time controls.
b. Define the Start Time and End Time for the time control.
Select All Day to automatically select the entire day.

c. From the Internet Access drop-down list, select whether Internet access is Allowed or Blocked
during this time frame.

Remember that a red rectangle indicates Internet access is not allowed during the corresponding
time of day. A green rectangle indicates that Internet access is allowed then.

d. To apply blanket settings:
« Click Reset All to Blocked to completely block Internet access.
+ Click Reset All to Allowed to remove all time controls and allow Internet access at all times.
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5.
6.
7.

When finished, click Save Changes to apply your settings.
Click Edit Time Zone to change the selected time zone.

When finished, click Save Changes to apply your settings.

Profile changes are usually updated within one minute. You can also manually refresh profiles by logging on to
the computer where Net Nanny is installed, right-clicking the Net Nanny icon # inthe system tray, then clicking

Refresh Profiles. Changes made in Remote Management are reflected in Net Nanny under User and Family
Settings.

Profile Settings

Remote Management allows the administrator to change all user profile settings (such as email address,
password, and user display nhame).

To modify user profile settings:

1. Access Remote Management.

For details on Accessing Remote Management, see page 72.

2. Select a user from the Users list.

3. Click Profile Settings.

- &S Users Web Settings | IM Settings | Additional Settings | Time Controls Reports
- Smith Family |

e | Profile Settings for "Default User”

Michael ‘

4. To assign a different display name to the user, type it in the Display Name field.

5. To change the user’'s email address, type a new address in the Email field.

6. To change the user’s password, type a new one and confirm it.

7. From the Inactive User Logout drop-down list, select whether or not to automatically log out the user
after a certain period of inactivity.

8. Select the Auto Client Login check box if you want Net Nanny to remember the profile's user name and
password and to automatically log in to Net Nanny using this profile whenever a user attempts to access
Internet content.

For more information on this option, see User Profile Options on page 32.

9. Select the Administrator check box if you want to give the user administrative privileges.

10. Select the Display Instant Override Option check box if you want to give the user override privileges.

11. Select the Auto Windows Login check box if you want Net Nanny to employ a user's Windows login
credentials to automatically log in to his or her personal Net Nanny profile for Internet access..

For more information on this option, see User Profile Options on page 32

12. Select Allow user to change password if you want the user to be able to change his or her own login
password.
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13. When finished, click Save Changes to apply your settings.

Profile changes are usually updated within one minute. You can also manually refresh profiles by logging

on to the computer where Net Nanny is installed, right-clicking the Net Nanny icon # inthe system tray,
then clicking Refresh Profiles. Changes made in Remote Management are reflected in Net Nanny under
User and Family Settings.

Reports (User Level)
Reports can be viewed for Internet activity or instant messaging. Accessing Remote Management reports on the
user level allows the administrator to access information about each computer where Net Nanny is installed.

Important: ContentWatch servers store up to 14 days of activity data. Local reports can provide data on up to 30
days of Web and instant messaging activity.

To view user-level reports:
1. Access Remote Management.

For details on Accessing Remote Management, see page 72.

2. Select a user in the Users list, then click Reports.

- @ Users VWeb Settings | IM Settings | Additional Settings | Time Controls | Profile Settings ‘Fleports ’
Smith Family
Admin = (1] 1]
T Profile Settings for "Default User
Michas|
Nancy

3. Select the report Date Range.

Date Range:
From: Jul ~ 1 =~ 08 »
To: Ju o+ 29 ~ 08 -

Note: There can be a delay (up to 24 hours) between user activity and the time that an action is reported
on the Web-based reports.

4. Select Web, IM, or Social Networks to generate a Web or instant messaging report.

Report On: Web A
Web

Social Networks

5. Select the type of chart you want to show in the report.

|Chans 1=

6. Click Refresh to get the latest report.
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‘( Glossary

Administrative Privileges: Rights that give a user the same level of access as an administrator.

Administrator: Person who is responsible for setting up and maintaining a group of users. Duties of the
administrator include installing Net Nanny™, setting up and managing user profiles, and assigning passwords
and privileges.

Application: Software, program, or tool used on a computer, such as a word processor, game, or email
program.

Browser: Application that lets you navigate and view pages on the Web. Mozilla Firefox and Internet Explorer
are the two most common.

Client-Based Filtering: Filtering that is performed from an individual computer. Filtering software and a list of
categorized sites are stored on an individual computer, which makes filtering more flexible for the user making
decisions about acceptable content. Aside from restricting Internet access to certain Web sites, many client-
based filters also offer controls for other Internet services.

Default Settings: Settings that a program is preset to select (usually the recommended settings) if you do not
specify other options.

Drilling Down: Moving from a summary of information to more detailed data. To progress through a series of
reports addressing more detail at each level.

Filtering: Controlling access to a Web page request by analyzing the incoming and outgoing requests and letting
them pass, or stopping them based on settings selected within Net Nanny.

Guest Profile: A single, generic, limited profile set up for visitors and friends to use.
Hacker: Slang term for an individual who tries to gain unauthorized access to computer systems.

Help: Online documentation. Many programs come with the instructional manual, or a portion of the manual,
integrated into the program. If you encounter a problem or forget a command while running the program, you can
access the help documentation by selecting Help from the menu bar, then clicking a topic.

Icon: A small picture that represents an object or program.

Instant Messaging: Typed, real-time communication. You can communicate live with one or more people via the
Internet. It's like a telephone party line, except you type instead of talk.

Internet: Countless networks of computers that are connected together across the world allowing millions of
people to share information. Components of the Internet include the World Wide Web, newsgroups, chat rooms,
and email.

Log: Program or system that enters a record into a log file or report file.

Peer-to-Peer: Type of network that exists on the Internet which allows users to have access to other users' files
residing on their hard disks, including most file-sharing systems. Net Nanny currently blocks peer-to-peer activity
only on the Gnutella network.

Portable User Profiles: Allows a user to install the filter on more than one computer and have settings
transferred automatically. This is very useful for multiple-computer households or in a situation where a computer
breaks down or is outdated and needs to be replaced.

Remote Management: Capability of accessing files, devices, and other resources not connected directly to your
workstation. In the case of Net Nanny, reviewing report results and managing user profiles can be performed
from any computer having Internet access.

Screen Name: Identifier that consists of a sequence of one or more alpha or numeric characters that uniquely
identifies a person.
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Shortcut Menu: Pop-up menu that appears by right-clicking an object. When left-clicking once or right-clicking
the Net Nanny icon # inthe system tray located on the task bar, the same pop-up menu is displayed.

System Tray: Located on the Windows task bar (usually at the bottom of the desktop, next to the clock).
Contains miniature icons for easy access to system functions such as fax, printer, modem, volume, etc.

Task bar: System bar located at the bottom of the computer screen. Home base for the Start button, system
clock, system tray, etc.

Transaction Detail: Activity information based on report results.

URL: (Universal Resource Locater) Internet address that shows the specific path to a site or a document online.
The URL for a Web page looks like this: http://www.domain_namef/folder_name/file_name.

User ID: Identifier that distinguishes a specific user in a program. Also called a screen name.
User Profile: Program settings that are specific to an individual user.

World Wide Web: (WWW) The visual component of the Internet. Created with HTML language, Web pages can
include text, pictures, sound clips, video, links for downloading software, and much more. The Web is only one
component of the Internet, although the terms are often (and mistakenly) interchanged.

Web-Based Reporting: Reports that compile Web and instant message activity for a Net Nanny family and are
accessible from any computer with Internet access (when enabled by the administrator).
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‘( Frequently Asked Questions (FAQ)

Can | be notified at work when my kids are trying to view inappropriate sites?

As the administrator, you can specify an email address where you want to receive notices. You can set each
profile to send a notice for any or all of the following:

® \When a user receives a warn message
® \When a user receives a blocked message
® When a user overrides a block

Sign in to the Net Nanny Admin Tools. Under Family Settings, click Email Notifications. In the Send Email To
field, type the email address where you want to receive notifications. Configure the types of notifications you want
to receive, then click OK.

Can | make changes to my child's profiles from work?
Net Nanny gives you the unique ability to remotely manage all of your Net Nanny profiles and settings. Use your

administrator email and password to sign in to the manage.netnanny.com Web site, then make the desired
changes to the user profile settings.

Can my children disable Net Nanny software?

We have gone to great lengths to make sure that Net Nanny is difficult to bypass. A password is required to
uninstall or make any alterations to settings.

Do | have to change my ISP account to use Net Nanny?

No, Net Nanny functions with most ISPs. Because Net Nanny is installed on your computer, it doesn't conflict
with anything your ISP is doing.

Does Net Nanny work with personal firewalls?

Net Nanny is compatible with most popular, commercially available firewall software. Call Customer Support (1-
800-485-4008) if you are having problems.

How do | change the override password?

Log in to the Net Nanny Admin Tools. Under Family Settings, click Passwords; then under Block Override, type
a new password and click OK to save your changes.

| can see the name of the site my children went to, but it doesn't really tell me what kind of site it is.

Net Nanny online reports allow you to drill down into the details of each individual user to view their Internet
transactions. The actual URL names that appear on the reports are live links that allow you to open and view
each site.

| have more than one computer--can | use the same settings on all of them?

Yes, Net Nanny is very portable that way. By importing existing accounts during installation, the original settings
follow you to each computer. This is also very useful when a computer needs to be replaced. During installation,
select Existing User, then click Next. When prompted, enter your email address and password. Net Nanny
imports all your account information.
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| have problems starting Yahoo! Messenger after installing Net Nanny. What do | do?

In Yahoo! Messenger, open the Preferences section and select the Connection category. Make sure that
connection is set to Firewall with no proxies. You should then be able to connect.

If | want another person to be an administrator too, how do | do that?

Net Nanny allows you to assign as many administrators as you need. Sign in to the Net Nanny Admin Tools and
select the user you want to assign administrative privileges to. Click Profile Settings, select the Administrator
check box, then click OK. After a user is assigned to be an administrator, he or she can open Net Nanny, view
reports, and remotely manage profiles.

What if | forget my administrator password?

If you forget the primary administrator password, you must do one of the following:

e If you have more than one administrator account, another administrator can change your password for you
by logging in to Admin Tools, selecting your user profile from the Users list, and changing the password in
the Profile Settings dialog.

e Atthe Admin Tools login, click Forgot Password. Your Web browser launches and takes you to the
ContentWatch™ Web site where you are asked to enter the email address you specified when installing Net
Nanny. An email is then sent to this address containing a link to a Web page that asks you the secret
guestion you entered when you installed Net Nanny. When you type the secret answer, you are then allowed
to change your password for this account.

e Select Remote Management from the system tray icon menu and, in the Web page that appears, click
Forgot Password. You are prompted to enter the email address you specified when installing Net Nanny. An
email is then sent to this address containing a link to a Web page that asks you the secret question you
entered when you installed Net Nanny. When you type the secret answer, you are then allowed to change
your password for this account.

e Send a password request to info@contentwatch.com or call Customer Support at 1-800-485-4008. You must
provide the following information to change the primary administrator password:

Administrator name

Registration key

Account name

Email address (where to send password)

Secret question and answer

O O O 0 o
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& Open Code License Text

PCRE License Text

Regular expression support is provided by the PCRE library package, which is open source software written by
Phillip Hazel and copyright is by the University of Cambridge, England.
ftp://ftp.csx.cam.ac.uk/pub/software/programming/pcre/

SOAP License Text
This product includes software developed by the Apache Software Foundation.
http://www.apache.org/

OpenSSL License Text
This product includes software developed by the OpenSSL Project for use in the OpenSSL Toolkit.

http://www.openssl.org
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